BronneteHp mHpopMalMoHHOM HesonacHocTi oT 13.01.2025

I. CBepeHus 00 yA3BUMOCTSIX.

Oo6palllaeM BHMMaHMe Ha 3adMKCHpoBaHHble crneumanucramu PCTIK
Poccun ya3BMMOCTH, OTHECEHHBIE K KaTeropuu «Haubosee onacHble yA3BUMOCTU».

1. YaspumocTp apaniBepa Windows Common Log File System (CLFS)
onepauyoHHbIX cucteM Windows (BDU:2024-11011, ypoBeHb OMacHOCTM MO
CVSS 3.0 - BbICOKMI), CBS3aHHasA C NepernojiHeHHeM Oydepa B AMHaAMMYECKOM
namMsaTH. DKCIVTyaTalyusa ySI3BUMOCTH MOXET MO3BOJUTb HapPYLIMTENIO MOBBICUTD
CBOM npuBUAerum go yposusa SYSTEM.

B uensax npenorepailieHUsS BO3MOKHOCTH KCITYaTaluM JaHHOW YI3BUMOCTH
peKOMeHAYyeTCs YCTAaHOBUTb OOHOBJeHMe [MPOrpaMMHOro obGecreuyeHUs B
COOTBETCTBMM ¢ MeToaMKOl TecTUpOBaHMS OOHOBJEHHWM  6Ge30MacHOCTH
NpOorpaMMHBIX, TMPOrpaMMHO-aNMapaTHBIX CpelacTB, yTeepkaeHHoM PCTIK
Poccun 28 okrabpa 2022r. (manee - «MeToauka TeCTUPOBaHUA»), a TaKKe
MeToaMKOH OLEHKM YPOBHS KPUTHMUYHOCTM  YA3BUMOCTEN MPOrpaMMHBIX,
NporpaMMHO-annapaTHbiXx cpeacrs, yreepkaeHHo PCTIK Poccuu 28 oxrabpsa
2022r. (manee - «Meroguka oueHku») (https:/fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty).

B c¢iayyae HeBO3MOKHOCTM YCTAHOBKM OOHOBJIEHMSI MPOTPaMMHOIO
obecrieueHUs peKOMEeHAYeTCS MPUHSTh CleAyIoliue KOMIIeHCUPYIOIIHe Mepbl:

ucrnoab3zoBatb  SIEM-cucrembl  pJig OTC/AEXWBaHUWS  MHAMKATOpPOB
rommnpometauuu ([OC), ykasbIBaroLIMX Ha NONBITKU SKCIVTYaTalMK YSI3BUMOCTH;

HCMOIb30BaTh MPOrpaMMHbIe CPeACTBa KOHTPOJS AEVUCTBMH MMOJIb30BaTeNel
151 OGHapysKeHMs MOMBITOK 3KCITYaTallUK YI3BUMOCTH,

HCMOJIb30BaTh CPeACTBa aHTUBUPYCHOM 3allliThl MHGpOpPMaLMH;

MPOM3BECTH MUHMMM3ALIMIO N0O/Ib30BATENbCKUX MPUBUIETUI;

OTK/MIOUUTD (YIAAUTh) HEUCIIOJIb3yeMble YUeTHbIe 3al1MCH MOJIb30BaTeNeN.

2. YA3BUMOCTb peanusalliMd MPOTOKoJa cCayK6bpl KarainoroB LDAP
onepauMoHHOM cucTeMbl Microsoft Windows (BDU:2024-11018, ypoBeHb
onacHoctM mnmo CVSS 3.0 - KpUTMYECKMI), CBSI3aHHAs C LEJOUYMCIEHHBIM
nepenojHeHHeM. IKCIUIyaTalus YSI3BUMOCTU MOSKET MO3BOJMTb HapyIIUTENIo,
IOelCTBYIOILEMY VAaJeHHO, BBIMOIHUTD MPOU3BOJBHBIN KOJ,.

B uensax npenorepailieHUsS BO3MOKHOCTH SKCIITYaTaluM JaHHOU YI3BUMOCTH
pPEKOMEHAYeTCA YCTAaHOBUTb OOHOBJIEHME [POrpaMMHOI0O obecrieyeHuss B
coOTBeTCTBUM ¢ MeToauKol TecTupoBanus U Metoaukon oueHku PCTIK Poccun.

B cayyae HeBO3MOXKHOCTM YCTAHOBKM OOHOBJIEHMSI TPOTrpaMMHOIO
obecrieyeHUs1 peKOMEHAYeTCS NMPUHATD CleayIollie KOMIeHCUPYIOLMe MePbI:

OrpaHMUUTD )19 KOHTpOJIJIepa JoMeHa nojyueHue pxoasiiero RPC-tpagiuika
13 HeJIOBEPEHHBIX CeTelt;

OrPaHUYUTh BO3MOSKHOCTb BHEIIHUX MOAKJIIOUEHMH no nporokoiaam RPC u
LDAP ¢ ucnonb3oBanuem SSL.

3. YI3BUMOCTb TPOrPaMMHOrO CpeACTBa pe3epBHOr0 KOMUPOBaHUSA M
BOCCTAHOBJeHUs JaHHBIX /S YAaNeHHbIX M 0GJauHbIX KAMEeHTOB Veeam Service
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Provider Console (VSPC) (BDU:2024-10848, ypoBenb onacHoctu o CVSS 3.0 -
BBICOKMI), CBsI3aHHasg ¢ OLUMOKAMM pasrpaHMueHMs] AOCTYNa. IKCIIyaTauus
YSI3BUMOCTU MOJKET IMO3BOJIMTh HAPYILUTENIO0, AeUCTBYIOLIEMY YAAJIeHHO, YAalSITh
Npou3BOJbHBIE (aitabl Ha cepepe VSPC.

B uensax npenorepailieHUsS BO3MOKHOCTH SKCITYaTaluM JaHHOW YI3BUMOCTH
pPeKOMeHAYeTCs YCTAaHOBUTb OOHOBJIeHMe [pPOrpaMMHOro obGecreuyeHus B
cooTBeTCcTBUM ¢ MeToaukou TectipoBanug M Metoaukoi onleHkM @CT3K Poccun.

B c¢iayyae HeBO3MOKHOCTM YCTAHOBKM OOHOBJIEHMSI MPOTPaMMHOIO
obecneyeHus peKOMEHAYeTCs MPUHATD CeAyIolMe KOMIeHCUPYIOoLLe Mephl:

OpPraHM30BaTh MAOCTYN K VyA3BMMOMY IIPOrpaMMHOMY CpPeACTBY C
MUCNONb30BaHUeM «6enoro» cmucka [P-agpecos;

OTK/MIOUUTD (YIAAUTh) HEUCIOJIb3yeMble YUeTHbIe 3aliCH MOJIb30BaTeNen;

MPOM3BECTH MUHMMM3ALIMIO N0/Ib30BATENBCKUX NPUBUIET U,

4, Ya3BUMOCTb cepBepa npujoxkenm Apache Tomcat Framework
(BDU:2024-11286, ypoBeHb onacHocTH o CVSS 3.0 - KpuTHUeCKuit), CBA3aHHas
C OLIMOKAMM CMHXPOHU3ALMU MPHU UCMONb30BaHUMU 0611ero pecypca («Curyauus
FOHKW»). OJKCIJIyaTalus  YAI3BMMOCTM  MOMKET IO3BOJMTb  HapyLIUTeNo,
JEeHCTBYIOIIEMY YAaJeHHO, BBIMOJHUTh TIPOM3BOJIbHBIM KO, NyTeM 3arpy3Ku
crielanbHo chopmupoBaHHbIX | SP-daitnos.

B uensax npenorepailieHUsS BO3MOKHOCTH SKCIITYaTaluM JaHHOW YI3BUMOCTH
pPeKOMeHAYeTCs YCTAaHOBUTb OOHOBJeHMe [MPOrpaMMHOro obGecreuyeHUs B
coOTBeTCTBUM ¢ MeToauKol TecTupoBanus U Metoaukoi oueHku PCTIK Poccun.

B cnyyae HEBO3MOXKHOCTM YCTAaHOBKM OOHOBJIEHMS IPOrpaMMHOrO
obecneyeHus peKOMEHAYeTCs MPUHATD CleAyIolMe KOMIeHCUPYIoLe Mepbl:

OrpaHMUYKUTb BO3MOKHOCTM 3arpy3ku |SP-cdaminoB B karasorm cepBepa
NPUWIOKEHUH € OMOLIBIO CEPBETOB;

WUCMONb30BaTh CPEACTBA MEXCETeBOro JSKPaHMPOBAHMS YPOBHSA BebO-
NPWIOKEHUI IJI1 OrpaHMYeHMs] BO3MOXXHOCTM YAaJEHHOro JOCTYIa K CepBepy
NPHIOKEHU N,

MCIONb30BaTh CPEACTBA OGHAPY>KEHUST U MpPeJOTBpallleHUs BTOPKeHUI A/
OTCJ/IEXXMBAHUA MOAKIIOYEHUI K cepBepy NMPUIOKEeHMH U 3arpy3Ku (aisios;

UCMNONb30BAaTh BUPTYa/JbHble YaCcTHble CeTHU AJS1 OpraHusalyu yIAaJeHHOro
JOCTyTA.

5. Y43BUMOCTD byHKUMHU nft_verdict_init() B Moayne
net/netfilter/nf_tables_api.c sagpa onepaumoHHoi cuctembl Linux (BDU:2024-
01187, ypoBenb onacHocT no CVSS 3.0 - BbICOKMI), CBA3aHHasA ¢ MOBTOPHbBIM
MCIMONb30BaHMEM paHee OCBOGOKACHHOM NaMATHU. IDKCIIyaTalus YA3BUMOCTHU
MOJKET MO3BOJIUTh HAPYLIMTEIIO OKasaThb BO3AEHCTBHE Ha KOHPHIAEHIIUAIbHOCTD,
LeJOCTHOCTh M JOCTYMHOCTb 3aliyiiaeMoil MHpopMalyMu U TMOBBICUTh CBOU
NpPUBUJIETHN.

6. Ya3BUMOCTb KoMnoHeHTa clk-mt2701 simpa onepalMoHHON cucTeMbl Linux
(BDU:2024-10523, ypoBeHb onacHocTi nmo CVSS 3.0 - cpengHmii), cBI3aHHas C
pasbiMeHoBaHMeM ykasatensas NULL. 9xkcninyarauus ysi3BUMOCTH MOXKET MO3BOJIUTD
HapYLIMTESIIO BbI3BAaTh OTKa3 B 0OCHYKUBaHUM.
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7. YI3BUMOCTDb peanM3allMM MNpoTokonaa ayTreHTHMdukaumu NTLMv2
onepauMoHHbIX cucteM Windows (BDU:2024-09487, ypoBeHb OMacHOCTM MO
CVSS 3.0 - cpenHmii), cCBS3aHHasg C pacKpbiTUEM Xellleld B pe3yJbTaTe
HEKOPPEKTHOTO BHEILIHEro YIpaBJeHMUsT UMeHeM WM nyTeM daina. IKcrnyaTauus
YSI3BMUMOCTH MOSKET [IO3BOJIMTh HAPYIIUTENO, JeHCTBYIOIEMY YAaJIeHHO,
peann3oBaTh aTaky Pass-the-hash.

B uendax npenoTrBpallieHUS BO3MOXHOCTU SKCIJIYaTalliM YKa3aHHbIX B
NYHKTaX  5-7  y43BUMOCTEM  pPEeKOMEHAYeTCsd  YCTAHOBUTb  OOHOBJIEHHE
NporpaMMHOro ofecrnevyeHuss B COOTBETCTBUM ¢ MeTOAMKOHW TeCTMpPOBaHMS U
MeTtoaukon oueHku @CT3IK Poccun.

II. CaeaeHMS 0 ALATEIbHOCTH XaKEPCKUX IPYNIMPOBOK.

[To pesynbTaTam aHanu3a CBeAeHUI 06 yrpo3ax 6e30MacHOCTU MHGOpMaLUK
U JesATeNbHOCTH XaKepCKUX IPYIIKPOBOK, npoBogumMoro cneuuanicramu @CT2K
Poccun B yCHOBUAX CAOXKMBILUENCS OOCTAHOBKM, BBISIBACHbI CBEEHMUS O
AeSITeTbHOCTH XaKepPCKUX IPYNIHPOBOK.

1. Xakepckumu rpyNnUpOBKaMH, Hale/IeHHbIMHU Ha OpraHsl
rocygapCTBEHHOM BJACTH M CyObeKTbl KPUTHMYECKOM HHGPOPMalMOHHOM
uHdpacTpyktypbl Poccuiickoit ®Deapepauy, oCyIIECTBASAIOTCS (GUIIMHTOBBIE
PacChUIKM 3JIEKTPOHHBIX MUceM OT MMeHH PegepalibHONM AHTUMOHOIOJbHOM
CNyK6bl. Bo B/IOKEHMAX YKA3aHHBIX MUCEM COAEPKUTCS BPeAOHOCHBINM daia ¢
HauMeHoBaHueM «2024_ OrnpegeneHne o Bo3OyKaeHuM Hena.docx.nk», mocne
3alycka MoJb30BaTe/leM KOTOpPOIr'o OCYIIEeCTBASIETCS AEeMOHCTpalUs JOKyMeHTa-
MpUMaHKKU M BHeJpeHHe BPeJOHOCHOro MporpaMMHOro obecrieueHms Ha LieNeBYIO
CUCTEMY.

Hns mpedoTBpallieHUsl peanusaluu yrpos ©6e30MacHOCTM MHpopMaLmu,
CBSI3aHHBIX C JeATeJbHOCTbIO YKa3aHHbIX XaKepCKUX TCPyINNUPOBOK IO
(PUILIMHTOBBIM PAcChbIIKaM, HEOOXOAUMO MPUHATD CAeaYIOLLMe Mepbl 3aLLMUThHI.

1.1.TTpousBogUTh TPOBEPKY TMOYTOBBIX BJIOXEHHWM € MCIOb30BaHMEM
CPEeACTB aHTUBUPYCHOM 3aLLUTHI:

ans aHnTMBHpycHoro cpepcrtBa Kaspersky Endpoint Security Heob6xogumo
MUCMONb30BaTh (YHKUMIO «3alliMTa OT IMOYTOBBIX yrpo3». nga Toro, 4ToObI
BKJIOUUTD YKa3aHHYIO GYHKLMIO, HEOOXOAUMO MEePEerTH B HACTPOMKHU TPUIIOXKEHMS
U B pasgene «ba3zoBas saluTa» aKTUBUPOBATh (PYHKUMIO «3allMTa OT MOYTOBBIX
Yrpos»;

AN aHTUBUpycHOro cpeacrBa Dr.Web Security Space Heob6xogumo
ucnonab3oBath yruauty SplDer Mail. [1na Toro, 4To6bl 331eMCTBOBATh YKA3aHHYIO
YTWINTY HeoOXOOuMO TMepeuTH B HACTPOMKM TIPUJIOKEHUSI M B pasgesie
«KoMNOHeHTHI 33l ThI» BbIOPATh M aKTUBUPOBATb YTUAUTY SplDer Mail.

1.2.ITpoBepaTb MM OOMEHa OTIPaBUTENS 37€KTPOHHOrO IMUCbMa B LIENAX
UIeHTUIUKAUUKU oTnpaBuTets. Ias 3Toro Heo6xoAuMMO OOpallaTh BHMMaHMe Ha
HaMMeHOBaHKe MOUTOBOro agpeca (JOMeHa), YKasaHHOro IMoc/ie CUMBOJA «(@», U
COTOCTABJIATh €ro ¢ agpecaMi (AOMeHaMM) OpraHoB (OpraHM3alMii), ¢ KOTOPbIMU
OCYILIECTBASETCS CAy>KebHas Mnepenmcka.
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1.3.0pranmsoBaTh MOJy4YeHHUE MOYTOBBIX BJOKEHHMH TOJBKO OT M3BECTHBIX
oTnpaButenei. s 3Toro HeoH6XoAUMO OpraHU30BaTh BeJeHHe CIUCKOB aJpecoB
SNeKTPOHHOM TMOUTbl OpPraHoB (OpraHMsalii), C KOTOPbIMM OCYILECTBASEeTCS
B3aUMOJENCTBUE,

1.4.He oTKpbIBaTh M He 3arpyKaTh MOYTOBbIE BJIOKEHHS MMCEM C TEMaTHKOM!,
He OTHOCSLLENCA K JeATeTbHOCTY OpraHa (OpraHusalym).

1.5.0cyiecTBadaTb paboTy ¢ 371eKTPOHHOM MOYTOMN MOA, YYeTHbIMM 3alTMCIMU
NoNb30BaTeNel OMNEePalMOHHON CUCTEMBI € MMHMMAJABHBIMM  BO3MOXXHBIMU
MpUBUJIETUSIMU:

JUIS ONepallMOHHBIX cuUcTeM cemelicTBa Microsoft Windows orpaHnueHue
NPUBUJIETUIA MOSKHO OCYLIeCTBUTh uepe3 «IlaHenb ympaBjieHuss» - «Y4eTHble
3alMCH T0JIb30BaTeNel» - « YpaB/JeHUe YYeTHbIMHU 3alUCAMU»;

Ins1 oMepalMOHHBIX CHUCTeM ceMelCTBa LinuxXx BO3MOXXHO MCMOJMb3OBaHME
komaHa chmod, chown, chgrp ana pasrpaHuyeHHd npaB AOCTyna K daiinam U
IUPEKTOPUAM KaK OTAeJbHBIX MOJIb30BaTeNel, TaK M IPYIIN MOAb30BaTeNe.

1.6.06ecneunTth Ha YPOBHE CeTeBbIX CPeACTB 3allMThl MWH$opMalUu
orpaHMyeHHe O6pallleHHi K CAeAYIOIMM agpecaM, UCIOAb3ys CXeMy JOCTYIa Mo
«YepHbIM» MJIU «OeJIbIM» CIIUCKAM:

185[.]22[.]152[.]1199;

ftp[.]Jmedia-storage[.]myftp[.]info;

hxxps[:]//mivz[.]ru/api/files2[.]php?fileid=PLMN;

hxxps[:]//mivz[.]ru/api/files2[.]php;
hxxp|:]//185[.]22[.]152[.]199|:]443/api/send_to_client;
hxxps[:]//mivz[.]ru/api/files2[.]php?get=1PLMN1731912032;
hxxp|:]//185[.]22[.]152[.]199|:]443/api/register.

O6pauniaeM BHMMaHMe, UYTO PeAaKTHpPOBaHMEe B aKTMBHOE COCTOSIHME
CCBIJIOK HA BPeAOHOCHOE MPOrpaMMHOe 00eCTIedeHre M CepBephl YIIPaBACHUS
3/10YMBIIJICHHUKOB, IPUBEJEHHBIX B HACTOSILIEM MMUCbMeE, a TAKXKe mnepexosn
N0 AAHHBIM CCBHUIKAM HE ACONYCKAeTCHA, TAK KaK C037aeT NpeamnoCbIIKM K
pacnpocTpaHeHHuI0 BPeJJOHOCHOTO MPOrpaMMHOro odecrneueHusI.

1.7.0cylecTBUTh HACTPOMKY INpPaBUJI CUCTEMbl MOHMTOPMHIA COOBITHIA
MHGOPMALMOHHON 6e30MacHOCTU (MpU €€ HAJIMUMM) MyTeM BHeCeHus B MpaBuia
KOPpeIALMH COOBITHI CAeAYIOLIUX HHAKKATOPOB KOMIIpoMeTalyy (sha256):
231¢cf0075fd311223539743906a974b37354¢45e3a792b30f410bd307£32712¢;
0ed459¢f2682b12d95613¢a8f1f1b9d71bcc529¢681f8a2a0ec347bba7d8f4b6;
d3aaf9a04437859b513efabfdd2d57ef6ebl e66c46645a09c1b8d80328997e28;
88aalbd65a6ff5d92ac7041e9685¢20e08286709971881660df9c0f4a04c06db;
46c0fd35e4699265db0223cee00b3dad8ecl157e2d7a51590c87b077918f76d5b;
601f00162583¢82d933ad27ec6b3f900d2efde81alf4cf3724e5¢fc4875305¢h.

2. XaxkepCcKUMH rpynnMpoBKaMH, HalleJIeHHbIMU Ha OpraHbl
rOCyJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHpacTpykTypel Poccuiickoii  @epepauyy, OCYIIECTBASIOTCS (UIIMHIOBbIE
PacChUIKM 3JIEKTPOHHBIX MUCEM € TeMaTuKamyu «CpouyHO HY’KeH HOBBINM 3aKas» U
«JlononHUTeNbHOE COrJiallieHue K JOoroBopy». Bo BJOKeHHAX yKa3aHHBbIX MUCEM
COAEP>KUTCST BPeOHOCHBIN apXMB ¢ HauMeHoBaHueM «™*.pdf.rar» mam «*.xls.rar»,
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3aMaCKHMpOBaHHbIM MoA ($MHAHCOBbIM AOKYMEHT. BHYTpM yKazaHHOro apxmba
CONEPKUTCS MCIOJNHAEMbBIN ¢aitsl, Mocje 3alycka IMoJb30BaTe/leM KOTOpPOro
OCYILIECTBJASETCA 3arpy3ka M BHeApeHWe Ha 1eJIeBYID CUCTeMY BpPegoOHOCHOIO
nporpaMMHoOro obecrneyeHus: TMna «ctunep» (MetaStealer).

Ina npepoTrBpallleHUs peajM3alMu yrpo3 06e30nacHOCTU WHGOpMaL|H,
CBA3AaHHBIX C JeATeNbHOCTBIO VKa3aHHBIX XaKepCKUX TCPYINNUPOBOK IO
(PUIIMHIOBBIM pacchli/ikaM, HEOOXOAUMO pealu30BaTh Mepbl 3aILMThl, YKa3aHHbIe B
nyHkTax 1.1-1.5.

3ab/I0KMPOBATh BO3MOKHOCTb MOJYUYEHMS] 3JIGKTPOHHBIX MUCEM C aJpecoB
ognap@ingehim|.]ru 1 lazunina@b-technology|.]ru.

Kpome Toro, Heo6xXoaumo o6ecrneuuTb Ha YPOBHE CeTeBbIX CPECTB 3allUThI
HHGOpMalMK OrpaHHYeHHMe 0OpallleHMi K C/eAYIOIUM aapecam, UCTIOb3ys CXeMy
JOCTYINA M0 «YePHbIM» WM «6ebIM» CITMCKaM:

87[.]120[.]120[.]86; hxxp[:]//87[.]120[.]120][.]86][:]1912/.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpaBMWI  CUCTEMBI
MOHMTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAIMYKMK) ITyTeM
BHECEHMS] B IpPaBW/Ia KOppeasuuu COBBITMHM  CAeOdVIOLIMX MHAMKATOPOB
KoMIpomeTaiyu (sha256):
c4a9932a439395763eaa84f6f2cdcd20c2b8d3a%bafe795¢ce1874f7d510d434293;
cbffa6a62ef883d9379f5da7bd8c3d4b0fe95c40db2a8a85d5af9c9fb8a04d7f;
bed512e21d90b326dfc29¢3b7f5e7d16144683¢e2916f83a0597119291e2d88c;
2d38fac7d02a4d32b8579¢25ec] ce2d6bb14bc27d846874ad6f1897¢ca21889¢d;
425dd1eb40b5¢c657dd605c672d62d6bcd13e79985aee2719a39a4e48c49ac7af;
15¢cd076972fcd606¢2f0dbcl12357ed7bbc4079322a8080afeb2666a74¢4449f.

3. XaKepCKUMM rpynnMpoBKaMH, HalleJIeHHbIMU Ha OpraHbl
rOCyIJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHppacTpykTypel Poccuiickoii  @epepauyy, OCYIIECTBASIOTCS (UIIMHIOBbIE
PacChIKU 3MeKTPOHHBIX MUCEM, BO BJIOXKEHUIX KOTOPBIX COAEPKATCI BpeJOHOCHbIe
ucnonHsemMble ¢aiabl ¢ HaMMeHOBaHMAMKM «MoM KOHTakTbl B Moprexe.doc» u
«KoHTakThl B Mopnexe.doc», 3aMaCKUpPOBaHHbIE MOJ JerMTUMHbIE JOKYMEHTHI.
[Tocne samycka MoJib30BaTeNieM yKa3aHHbIX (ai/IoB OCYILIECTBIASETCH 3arpyska U
BHeZlpeHMe BpedOHOCHOTO MpOrpaMMHOr0 abecrevyeHUs: TUMA «TPOsIH YAaJI€HHOro
poctymna» (NjRat).

Hnsi mpedoTBpallieHUsl peanusaluu yrpos ©6e30MacHOCTM MHpopmaLmu,
CBA3AaHHBIX C JeATeNbHOCTBIO VKAa3aHHBIX XaKepCKUX TCPYINNUPOBOK IO
(PUIIMHIOBBIM pacchifikaM, HEOOXOAUMO pealu30BaTh Mepbl 32llMThl, YKa3aHHbIe B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xoguMmo obecneuynTb Ha YPOBHE CETEeBbIX CPeACTB 3allMThbl
mHdpopMaLyK orpaHMUeHHe 0GpallleHUi K CJIeAYIOIMM aipecaM, UCIIOMNb3ys CXeMY
JOCTYTIA M0 «YepPHbIM» MU «OebIM» CIHMCKaM:

4[.]tcp[.]eu.]ngrokK[.]io; hxxp[:]/4].]tcp[.]eu[.|ngrokK].]io[:]13267.

Takke HeoOGXOAMMO  OCYUIECTBUTb  HACTPOMKY MpaBWI  CUCTEMbI
MOHMTOPUHIA COGBITHI MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaMIUUuK) MyTeM
BHECeHUS B TMpaBWJa KOppeiasdalyM COOBITUM CHeAyIolIMX HMHIMKATOPOB
KoMIpomeTtauuu (sha256):
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f5b2d5cdeef399f6c963dce42c1bed43343d8a24fb93ded8149¢519097e119d7,;
2478f66866bf5cd2ea5¢c5714d01220addc336e1bbfec6867362b0f866e76¢739;
c01¢307e77ad6133b04b21d46905¢277cf64d4e3a9¢138375d60645075ad1981;
6bdb8f7a7ae0f20fc48882a48e9bbd9471dbfb795ea43066f09919b6adcl7¢779;
85e360dd772dal92ac56b18d2a6f04ea6c01fd4064c6¢c7ba%fb334c705cba2a;
77¢9d51££369b73922696c4a1a32fd54758b2b634ceb2419100¢764b283887¢0.

4. XaKepCKUMHU rpyNnnMpoOBKaMH, HalleJIeHHbIMU Ha OpraHbl
rOCyJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHdpacTpykTypbl Poccuiickoit  ®Deapepaly, oCYIIECTBASAIOTCS (GUIIMHTOBBIE
PacChUIKM 37IEKTPOHHBIX IMMCEM € TeMaTMKOM «3amnpoc lLieHbl». Bo BIOKeHHAX
VKa3aHHBIX TNMCEM COAEPKMTC BPEOOHOCHBIM apxMB ¢ HaMMeHOBaHUEM
«Cnucok 3anpocos - NTLDT 000009142188.pdf (82KB).lzh». Apxus copepxut
MUCIONMHAEMBIM ¢aitl ¢ HauMeHoBaHMeM «Cnucok 3ampocoB - NTLDT
000009142188.pdf (82KB).com». Ilocse 3amycka YKa3aHHOTO WCIIOIHAEMOrO
daltyia OCYLIECTBISIETCS 3arpys3ka M BHeJpeHMe BPeJOHOCHOTO MPOrpaMMHOrO
obecrieueHus TUIA «TPOSH yaaneHHOro goctyna» (QuasarRAT).

Hns mpedoTBpallieHUs peanusaluu yrpos ©6e30nacHOCTM MHpopmaLmu,
CBSI3aHHBIX C JeATeJbHOCTbIO YKa3aHHbIX XaKepCKUX TCpyNNUPOBOK IO
(PUMILMHTOBBIM PacChl/IKaM, HeOOX0AUMO peanu30BaTh Mephl 3allUThI, YKa3aHHbIe B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xXoaumo o6ecreuuTb Ha YPOBHE CeTeBbIX CPECTB 3allUThI
mHdpopMaLyK orpaHMUeHHe 0GpallleHUN K CJIeAYIOIMM aipecaM, UCIIONb3ys CXEeMY
JOCTYTIA M0 «YepPHbIM» MU «OebIM» CIIMCKaM:

wqo9|.|firewall-gateway][.]de;

rency|.]ydns|.]eu;

hxxp[:]/rency[.]ydns|[.]eu[:]5287;

hxxp[:]//wqo9|.]firewall-gateway[.]de[:]8841.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBWI  CUCTEMBI
MOHMUTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAIMYMK) ITyTeM
BHECEHMS] B IPaBWIa KOppeasuuu COBBITMHM CAeOdyIOIMX MHAMKATOPOB
KoMIpomeTaiyu (sha256):
27a8774ed1¢127b540¢cbac62¢ceb139096£c7162962a57c02798341268cb78d11;
3970b62a03ba24a7f6062bb6695b49e272d049fae120107d121c569d839bdecf1;
173a6408366a409c2¢c77e43eaacl bbb0e43c51e8e70b7af0c3b0edcf98e0291¢;
5182¢93d80ab847541599124d388613¢23bfb193b7879f5395b421bba5c56816;
5fbc9dfb2e50425e3bac71421f660a66ca7a2e538798e7631eacfcad4918c3c4;
9¢9974¢c0ebbfa38¢978b834f205e255775¢51e28fbb4ff4bd61eb98db08a7df9.

5. XaxkepcKUMH rpynnMpoBKaMH, HalleJIeHHbIMU Ha OpraHbl
rOCyJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHppacTpykTypel Poccuiickoii  @epepauyy, OCYLIECTBASIOTCS (UIIMHIOBbIE
PacCBIIKM  JIEKTPOHHBIX  TMCEeM, BO  BJOXXEHMSIX KOTOPBIX COOSPIKUTCS
BPeAOHOCHbIH MUCTIOTHAEMbIH dain C HalMeHOBaHMeM
«otuer o CTIT 12 (Jeka6pn).pdf.exe», 3aMaCKMpOBaHHBIN1 T1OJA (PUHAHCOBBIM
pokymeHT. [locse samycka ykaszaHHOTO <paijia OCYIIECTBJASeTCS 3arpyska MU
BHeJpeHHe BPeJOHOCHOrO MporpaMmMHoro obecneyenms tumna «crunep» (Meduza).
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Jna npenoTBpallleHUs peanusalyud Yrpo3 06e30macHOCTH MHPOpMaLu,
CBSI3AaHHBIX C JAeATeJbHOCTBK) VYKa3aHHBIX XaKepCKUX TCPYNNUPOBOK IO
(PUILMHTOBBIM PacChl/IKaM, HEOOXOAUMO Pealu30BaTh Mepbl 3allIMThl, YKa3aHHbIE B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xoaumo o6ecredynTbh Ha YPOBHE CETEBBIX CPEACTB 3alllMThbl
MHdpopMaLyK orpaHMUeHHe 0GpalleHUi K CJIeAYIOIMM aipecaM, UCTIIONb3ys CXeMY
JOCTYIA M0 «YePHbIM» MJIM «BeJIbIM» CIIUCKaM:

93[.]123[.]85][.]46;

hxxp[:]//93[.]123[.]85[.]46]:]15666;

hxxp|:]//93].]123].]85].]46]:]80.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBMWI  CUCTEMBI
MOHMUTOPHMHT2 COOBITHI WHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAJIMYKUK) ITyTeM
BHECEeHMs B MpaBuia KOppensuuu coBbITUIM MHAMKATOPa KoMmpoMeTtauuu (sha256)
4eab1725873¢1475060db3de60742052145a86997d34088fc6ab5b9089b71701.

6. Xakepckoi rpynnupoBkoit Head Mare (Rainbow Hyena), HaueneHHo#
Ha OpraHbl roCyJapCcTBEHHOM BJIACTU M CYOBEKTbl KPUTHUYECKONH MHPOPMalMOHHON
uHdpacTpyktypbl Poccuiickoit ®Deapepauy, oCyIIECTBASAIOTCS (GUIIMHTOBBIE
PacChbUIKM  37IEKTPOHHBIX MHCEeM, BO BJOXXEHUIX KOTOPBIX COAEPKUTCHA
BpPeJOHOCHBIN apXMB ¢ HauMMeHOBaHMeM «Doc.zip». BHYTpM YKasaHHOro apxupa
copepKaTcad AOKYMEHT-TIpUMaHKa ¢ HauMeHOoBaHMeM «KoHTakTHble daHHble A/
onnatel.pdf» U BpeaoHOCHble aiyibl ¢ HauMeHOBaHUSIMM «CNMCOK TOBAapoOB U
yeayr.pdf.nk» u  «Cuer-¢akrypa.pdf.lnk». Ilocne 3amycka mnonb3oBaTeneM
YKa3aHHbIX BPEJOHOCHBIX (al/IOB OCYILECTB/SETCS 3arpyska M BHeIpeHHe
BpeJOHOCHOro MporpaMMHOro obecnedeHusa Tuna «63kaop» (PhantomCore).

Jna npenoTBpallleHUs peanusalyud Yrpo3 ©6e30nacHOCTH MHPOpMaL|u,
CBA3aHHBIX € JeATeJbHOCTBIO YKAa3aHHOM XaKepcKoM TPYNIMPOBKU MO
(PUILIMHTOBBIM PacChl/IKaM, HEOOXOAUMO PeaJu30BaTh Mepbl 3allIMThbl, YKa3aHHbIE B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xoaumo o6ecrnevynTbh Ha YPOBHE CETEBBIX CPEACTB 3alllMThbl
MH$popMaLyK orpaHMUeHHe 06pallleHUi K CJIeAYIOIMM aipecaM, UCIIONb3ys CXeMY
OOCTYIIA M0 «YEePHBbIM» MU «BeJIbIM» CIMCKaM:

hxxps[:)/city- hxxps[:)/filetransfer|.]io/data-
tuning|.]Jru/collection/srvhost|.lexe; package/AiveGgou/download;
hxxp|:]/45[.]110[.]247[.]152/init; hxxp[:]//45].]110].]1247[.]152/check;
hxxp[:)//45[.]110[.]247[.]152/connect; hxxp[:1/45[.]10[.]247[.]152/command;
hxxp[:)//185[.180[.]91[.]84/command; hxxp[:]//185[.180[.]91[.]84/connect;
hxxp[:]//185[.180[.191].]84/check; hxxp[:]//185[.]180[.191].]184/init;
hxxp[:]/45].]187].]1245[.]153/init; hxxp[:]/45[.]187].]1245].]153/check;
hxxp[:]/45].187].]245].]53/connect; hxxp[:1/45].187[.]245[.]153/command.

Takxe HeoOGXOAMMO  OCYILIECTBMTb HACTPOMKY NpaBMJI  CUCTEMBbI
MOHMTOPUHIAa COOBITHI MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaMIUUMK) MyTeM
BHeCEHHS B TIpaBWJia KOppeJadalyM COObITUM CJedylIlIUX MHAMKaTOpPOB
KoMIpomeTtauuu (sha256):
6ac2d57d066ef791b906c3b4c6b5e5c54081d6657af459115ebb6abb1a9d1085d;
0f578e437f5c09fb81059f4b5e6ee0b93cfcOcdf8b312a29abec8396b6137d10¢3;
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dd49fd0e614ac3f6f89bae7b7a6aa%dab3b338d2a8d11al 1a774ecc9d287dé6f;
57848d222c¢fbf05309d7684123128f9a2bffd173f48aa3217590f79612f4¢773;
4b62da75898d1f685b675e7cbaec24472eb7162474d2fd6613678fb86322ef0a;
44b1f97e1bbdd56afeblefd477aade0ecaa79645032e44¢7783f997f377d749f;
2dccb526de9al 7a07e39bdedc54fbd66288277f05fb45¢7cba56f88df00e86a7;
1a2d1654d8ff10£200c¢47015d96d2fcb1d4d40ee027beb55bb46199¢11b810cc;
8aad7f80f0120d14553204891f1f807222c02¢8703bd46250dd7¢3868164ab70;
9df6afb2afbd903289f3b4794be4768214¢22323024290f954ae6d2bb093bea3.

7. Xakepckoi rpynmupoBkoit Rare Werewolf, HalleneHHOM Ha opraHbl
rocygapCTBEHHOM BJACTH M CyObeKTbl KPUTHMYECKOM HHGPOPMalMOHHOM
uHdpacTpykTypbl Poccuiickoit  ®Pepepaliuy, oCYIIECTBASAIOTCS (GUIIMHTOBBIE
pPacChbUIKM JI€KTPOHHBIX MUCeM OT Julla MMHMCTEpCTBa NPOMBILIJIEHHOCTH W
toproeiu Poccuiickoit Pegepain. Bo BNOKEHUIX YKa3aHHBIX MUCEM COAEPIKUTCS
BpPedOHOCHDbII MHcnosHgemMbl ¢aiin ¢ HaumeHoBanuem «ITucbmo B MHTU wu
HPIT_(daitn oToGpaskeHus)», MNOCAe 3alycKa KOTOPOTO  OCYLIECTBAETCS
JEMOHCTpauMsi JAOKYMeHTa-TIpMMaHKM, 3arpy3ka M BHeApeHue JIerMTUMHOIrO
nporpaMmMHoro otecneuyeHus « AnyDesk».

Inga npenorBpallleHUs peajM3alMu yrpo3 06e30nacHOCTU WHGOpMaL|H,
CBA3aHHBIX € JeATeJbHOCTBIO YKAa3aHHOM  XaKepcKoM TPYMIMPOBKU MO
(PUIIMHIOBBIM pacchli/ikaM, HeOOXOAUMO pealu30BaTh Mepbl 32ILMThl, YKa3aHHbIe B
nyHkTax 1.1-1.5.

KpoMe TOro, Heo6xXxoAuMMO OCYILIECTBUTh HACTPOMKY TMPaBUI CUCTEMBI
MOHMTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAIMYKMK) ITyTeM
BHECEHMS] B IpPaBW/Ia KOppeasuuu COBBITMHM  CHeOyIOLIMX MHAMKATOPOB
KoMIpomeTaiyu (sha256):
dca379399328aa76daa%fel 109eb393e1353e83f756811b26d6508ef23a34fd;
6d0ee86f30393751eea9df49c307f9c91f4b0b72862a9f09ff9a6b5f91441e8a.

8. Xakepckoi rpymmuposkoit Cloud Werewolf, HalleneHHON Ha OpraHbl
rocygapCTBEHHOM BJACTH M CyObeKTbl KPUTHMYECKOM HHGPOPMalMUOHHOM
uHdpacTpykTypbl Poccuiickoit ®Depepaly, oCyIIECTBASIOTCS (GUIIMHTOBBIE
PacChUIKU 37IEKTPOHHBIX MUCEM OT JIMI@ OPraHM3alMK, BegyIIUX AesTebHOCTb B
cdepe cBA3M U MHGOPMALIMOHHBIX TEXHONOTHI. BO BJIOKEHUSAX YKa3aHHBIX MUCEM
COOEPKUTCS BPEAOHOCHbIM ¢ais, 3aMacKMpPOBaHHBIA TMMoA  OGUIMAIbHbIN
noxyMmeHT. Ilocne samycka Moab3oBaTe/eM YKasaHHOTo (aiia oCyLIeCTB/ISETCS
JeMOHCTpaUMsl JOKYMEHTa-MPUMaHKM Y BHeJpeHKe BpeJOHOCHOTO MpOrpaMMHOro
obecnieuenns tTumna «6arpop» (PowerShower) B ueneBylo cucremy.

Hns mpedoTBpallieHUsl peanusaluu yrpos ©6e30MacHOCTM MHpopmaLmu,
CBSI3aHHBIX C [AeATeNbHOCTbIO XaKepCKUX TPYNIMPOBOK MO (PUILHHTOBBIM
PacChlIKaM, HeOOXOAMMO pea/iM30BaTh Mepbl 3alUMTbl, YKa3aHHble B MyHKTax 1.1-
1.5. O6ecneunTh Ha YPOBHE CETEBbIX CPEACTB 3allMThl HHPOPMALIMK OrpaHUYeHHe
OB6pallleHMH K C/IeAYIOLUM aJipecaM, UCIIOAb3Ys CXeMY JAOCTYNA M0 «YePHbIM» MU
«B6enbIM» CITUCKaM:

mehafon|[.]com,;

mirconnect[.]info;

jhsdshdkajdhgfyhsfhjshh[.]cfd;



web-whatapp|.]net;

79[.]143].187[.]1233;

188[.]127[.]235[.]216;

185[.199].]12[.]168;

176[.]124].])33][.]86;

80[.]85[.]153].]195;

hxxps|:)//officeconfirm[.]technoguides|.]org/icm-string-studio-in-recital/;

hxxps[:]//officeconfirm[.]technoguides[.]org/icm-string-studio-in-
recital/asecretory;
hxxp|:]//officeconfirm|.]technoguides|.]org/icm-string-studio-in-recital/;
hxxps][:])//officeconfirm[.]technoguides].]org/pl/;
hxxps|:]//officeconfirm][.]technoguides]|.]org/pl/5-glutamina/;
hxxps|:]//officeconfirm[.]technoguides|.]org/pl/5-glutamina/pluricarinate.

OcyuiecTBUTh HACTPOMKY TMPaBUJ CUCTeMbl MOHMTOPUHIra COOBITUI
MHGOPMaLMOHHON 6e30NacHOCTH (ITpM ee Ha/MuMM) MyTeM BHeCeHus B MpaBuia
KOPpeIALMH COOBITHI CAeAYIOLIUX HHAKKATOPOB KOMIIpoMeTalyn (sha256):
e091f90563be00fc947a80bb1902a1b05¢%e9aa8¢c86d01234204717d68eb1684f;
€985309140500090ad457c4e380b461b7548cf837ddd45415edd4653e2ef50b2;
e91df17051b16bde97e7dec66a67025d2905612ccObc5e3bc6b93493edf43d70;
9e838d72ad444130873a8c171d204283eb23ce9c2c5e3eb9d604848ef4401d71d;
89d56295bc8571334aa6916587d3cabbe01934b97£5fdf1cf895d1bedald73bf;
650409dc7babe4565e7ba598d9a21fa422cdc0404ab188d368faced929d634cf;
8521d257295396a487dc0d7 ccbeed25c05dcc12944e7f1addb06b57412676bf6;
bf6cfd89f0%e0a28ec76bale2610c7fed149¢c4b94fa59f0a5a07f98% c7faadl;
27f77e73e1blcel2b098362019266f5acb64f4bc34752cale3a16229880d300d;
b52233e2f3e885928834aaf1a8df86ec8e741fba2de5fedb31d1ed86768aeb4b;
b8f06954357e6ad1524d13d3c9ee6b495bed7e3b04acac8694d2f2408c201278;
11b3¢ca9969c8eb06b28048972706863606ddf73b408df26fd1e226c2ad S fdf.

9. XakepcKuUMM rpyNnnMpoBKamMH, Halle/IeHHbIMU Ha OpraHbl
roCyJapCTBeHHOM BJNAaCTM WM CYOBbeKTbl KPUTMUYECKON  MHGPOPMALMOHHOM
uHdpacTpykTypbl Pocculickoii ®efepauyu, OCYILECTBASETCS paclpoCTpaHeHue
BpeJOHOCHOro nmnporpaMMHoro obecrieyenusi thna <«pytkut» (PUMAKIT).
YKa3aHHOe BpeJOHOCHOe MporpaMMHoe obecrieyeHne npejHa3sHaueHo JJ CUCTeM,
$HYHKUMOHUPYIOLIUX MMOA, yIpaBJAeHUeM onepallMOHHbIX cucTeM Linux, M mo3ponser
3JIOYMBILLJICHHMKAM  TOBBICUTb ~ CBOM  MpUBWIETMM I MOJAYYeHUs
HeCaHKLIMOHUPOBAHHOI'O JOCTYIA K 1ie/IeBOM CHCTeMe.

Ins npepoTBpallleHUs peanusaluu yrpos O6e30MacHOCTM MHGOPMaLUH,
CBSI3aHHBIX € YKa3aHHOW AeATe/IbHOCTBIO XaKepPCKUX TPyNNUpPOBOK, HEOOXOAUMO
06ecrieYuTb Ha YPOBHE CETeBbIX CPeACTB 3allUMThl MHQOPMALMU OrpaHu4eHue
o6pallleHHH K c/IeAyIoLUM ajpecam, UCTIOAb3ys CXeMy AOCTYIa M0 «YePHbIM» MU
«6e/IbIM» CITUCKaM:

sec[.]opsecurityl[.]art;

rhel[.]opsecurityl][.]art;

89[.]23[.]113].]204.



10

Heo6xoaumo oCylleCTBUTh HACTPOMKY IMpaBMJI CHCTEeMbl MOHUTOPHMHTIA
CcOBBITHI MHPOPMALMOHHON 6e30MacHOCTU (MPU ee HaJIMUMMU) NMyTeM BHECEHMS B
NpaBu/ia KOpPpeJSUMH COOBITUM CJeAyIIMX WHAWKATOPOB KOMIIPpOMEeTaLMH
(sha256):
30b26707d5fb407ef39ebee37ded7edeea2890fb5ecl ebfa09a3b3edfc80dblf;
cb070¢c9223445113¢3217f05ef85a930f626d3feaaea54d8585aaed3c2b3cfe;
934955f0411538eebb24694982f546907f3¢c6df8534d6019b7{f165c4d104136;
8ef63f9333104ab293eef5£34701669322f1¢c07¢0e44973d688be39¢94986¢e27;
8ad422f5f3d0409747ablac6a0919b1fa8d83¢3da43564a685ae4044d0a0eal3;
bbfOfd636195d51fb5f21596d406b92f9e3d05cd85f7cd663221d7d3da8af804;
bc9193¢2a8ee47801f5f44beae51ab37a652fda02¢d32d01f8e88bb793172491;
1aab475fb8ad4a7f94a7aa2bl7c¢769d6ae04b977d984c4e842a61fb12ea99f58.

KpoMme Toro, B Lensax ob6Hapy:KeHMsA BpedOHOCHOM aKTUBHOCTM IMPOBECTHU
CKaHUPOBaHUE € UCIOJIb30BaHUEM CepTUPUIMPOBAHHBIX aHTUBUPYCHBIX CpPeACTB
3aLLMTBHI.

10. XaxkepcRuMH rpyNnnUpoOBKaMH, HalleJIeHHbIMU Ha OpraHbl
rOCyIJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHppacTpykTypbel Poccuiickoii ®Pegepaliii, OCYILIECTB/SETCS PpaclpoCTpaHeHHe
BpeJOHOCHOr0O NMporpaMMHOro obecnedyeHus tuna «63kaop» (PowerStalin). Ilocne
3alycka YKa3aHHOT'O BPEeAOHOCHOIO MNpOrpaMMHOro obGecredyeHMs TPOMCXOAUT
BbIMIOJIHEHME KOMaHJ obonouku cueHapueB «PowerShell» ans noaydeHus
3/IOYMBIILJICHHUKAMM HECAaHKLMOHUPOBAHHOTO JIOCTYMA K LIEJIEBOM CUCTEME,

Inga npenorBpallleHUs peajM3alMu yrpo3 06e30nacHOCTU WHGOpMaL|H,
CBA3aHHBIX € YKa3aHHOM AESITebHOCTBIO XaKepPCKUX TPYNIMPOBOK, HEOOGXOAUMO
OCYILIECTBUTb  HACTPOMKY  MNpaBWI  CUCTeMbl  MOHMTOPHMHra  COOBITHMH
MHGOPMALMOHHON 6e30MacHOCTU (MpU €e HAJIMUMM) MyTeM BHeCceHus B MpaBuia
KOPpeIALMH COOBITHI CAeAYIOLINX WHAKKATOPOB KOMIIpoMeTalyu (sha256):

b86d4dcce63el18¢328f32ecel 14fb0afa5b5517f18541bead7¢390adb4dc828;

1c0e40e79017dcc7e576451ceffa70a7ef2cf654a4cf411b2a450a0f2ac95be8;
4¢36999ff4e8£813f490967dfc500ac449a11752¢8890d29d26d6165d1feccc.

11. XaxkepcRuMH rpynnmUpoBKaMH, HalleJIeHHbIMU Ha OpraHbl
rOCyJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHpacTpyKTypbel Poccuiickoit @Pepepaliii, OCYILIECTB/SETCS PpaclpoCTpaHeHHe
BpeJOHOCHOro MporpaMmMHoro obecneyenus Tuna «cruiep» (Lumma Stealer) u ero
KOOpAMHALMUA C UCTIONb30BaHeM MHPpacTpyKTyphl ynpasiaeHus (LummaC2).

Inga npenorBpallleHUs peajM3alMu yrpo3 06e30nacHOCTU WHGOpMaLUH,
CBA3aHHBIX € YKa3aHHOM AESITeBbHOCTBIO XaKepPCKUX TPYNIMPOBOK, HEOGXOAMUMO
00ecrieunTh Ha YPOBHE CeTeBbIX CpPeACTB 3alllMThl MH(OpMalWMU OrpaHUYeHHe
o6pallleHMI K ajJpecaM, YKa3aHHbIM B TNPWIOKEHMM, UCIOMb3Ysl CXeMY J0CTyMa
MO «YEepPHbIM» UK «HebIM» CITMCKaM.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBWI  CUCTEMBI
MOHMTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAJIMYKMK) ITyTeM
BHECEHMs] B TMpaBwia KOpPpeasiiMM COOGBITUM MHIAMKATOPOB KOMITPOMETALMH,
YKa3aHHbBIX B MPUJIOXKEHHUH.
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12. XaxkepcRuMH rpynnMpoOBKaMH, HalleJIeHHbIMU Ha OpraHbl
rOCyJapCTBEHHOM BJACTM M CyOBEKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHpacTpykTypel Poccuiickoii  @epepauyy, OCYILIECTBASIOTCS (UIIMHIOBbIE
PacCBIIKM  JIEKTPOHHBIX  TMCEeM, BO  BJOXKEHMSIX KOTOPBIX COOSPIKUTCS
BPeAOHOCHBINH (al, 3aMacKHMpPOBaHHbIM Noj, OQUIMANbHBIN AOKyMeHT. [locne
3aMyCKa yKa3aHHOro daitia ocylleCTBASIETCS 3arpy3Ka 1 BHeJIpeHUe BpeIOHOCHOT O
NporpaMMHOro obecrieyeHus Tuna <«keunorrep» (Nova), KoTopoe SBiASeTCS
YCOBepPLIEHCTBOBAHHBIM BapUAHTOM «KeHnorrepa» Snake Keylogger,
YIOMMHABIIMMCS paHee B OKOJIIETEHAX.

Inga npenorBpallleHUs peajM3alMu yrpo3 06e30nacHOCTU WHGOpMaL|H,
CBA3AaHHBIX C JeATeJbHOCTBIO VKAa3aHHBIX XaKepCKUX TCPYINNUPOBOK IO
(PUIIMHIOBbIM pacchli/ikaM, HEOOXOAUMO pealu30BaTh Mepbl 3allMThl, YKa3aHHbIe B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xoguMmo ob6ecneuynTb Ha YPOBHE CETEeBbIX CPeACTB 3alllMThbl
uHdpopMaLyK orpaHMueHne oBpallleHU! K CIeayIolIeMy aapecy, UCIONb3Ys CXeMY
JOCTYIAa M0 «YePHbIM» MU «OeJIbIM» CIIUCKAM:

hxxps[:]//api[.]telegram[.]org/bot7479124552[:]AAELHY VLYXHEQdxzK-
H17KRix-YKXifzKCI/sendDocument.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBMI  CUCTEMBI
MOHMUTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAJIMYMK) ITyTeM
BHECEHMS] B IpPaBWIa KOppeasuuu COBBITMHM CAeOVIOLIMX MHAMKATOPOB
KoMIpomeTtauuu (sha256):
afbldae7a6f2396¢3d136e60144b02dd03c59ab10704918185d12ef8c6d7ec93;
66dbb9c8deadea9f848b1b55405738d8a65a733¢804f1444533607¢20584643¢.

13. XaxepckoM rpynnupoBkol Stone Wolf, Hale/neHHOl Ha oOpraHbl
rOCyIJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHppacTpykTypel Poccuiickoii  @epepauyy, OCYIIECTBASIOTCS (UIIMHIOBbIE
PacChIIKM  JIEKTPOHHBIX  TMCEeM, BO  BJOXXEHMSIX KOTOPBIX COOSPIKUTCS
BPeAOHOCHBIM (hal, 3aMacKMPOBaHHBIM IM0OJ HAOKYMEHT C HaWMEHOBaHMEM
«Scan_Kartochka_A-Automation.pdf». [Tocse 3anycka noap3oBaTesiemM YKa3aHHOTO
BpPeAOHOCHOro haijia OCYIIeCTBASeTCd HAEMOHCTpalMs [AOKyMeHTa-NpUMaHKH,
3arpyska U BHeApeHHe BpeJOHOCHOrO MporpaMMHOro obecrneueHus Tuna «63kaop»
(BrockenDoor).

Hnsi mpedoTBpallieHUsl peanusaluu yrpos ©6e30MacHOCTM MHpopmaLmu,
CBA3aHHBIX € JeATeJbHOCTBIO YKAa3aHHOM XaKepcKoM TPYNIMPOBKU MO
(PUIIMHIOBBIM pacchifikaM, HEOOXOAUMO pealu30BaTh Mepbl 32llMThl, YKa3aHHbIe B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xoguMmo obecneuynTb Ha YPOBHE CETEeBbIX CPeACTB 3allMThbl
mHdpopMaLyK orpaHMUeHHe 0GpallleHUi K CJIeAYIOIMM aipecaM, UCIIOMNb3ys CXeMY
JOCTYIa M0 «YePHbIM» MU «OeJIbIM» CIIUCKAM:

193[.]1124][.)33[.]184;

hxxp[:]//193[.]124].]33[.]184]:]443/x.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBMWI  CUCTEMBI
MOHMTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAJIMYKMK) ITyTeM
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BHECeHUS B TMpaBWJa KOppeiasdaluMM COOBITUM CHeAyIolIMX HMHIMKATOPOB
KoMIpomeTtauyu (sha256):
6d903f8b7abb2c19d972b9b5bb6543b247ea811889¢cf2d8¢c1ff16dd0685248e4;
f970c663143eb0e4a29a90e56fa800528ffcd5f6b97e3eef2a04a9¢d1£835ddf;
cf5d1120ab7e7db31ac4432b5¢9a91083df7881b91faa47950db4430e97cd2f0;
bec4938eee3664c66a5b1e05f8398¢439360fb66d1£72b4c5a7cd2633d8cef 3e.

14. Xaxepckon rpynmipoBkoi Rare Werewolf, HalleJIeHHOW Ha OpraHbl
rOCyJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHdpacTpykTypbl Poccuiickoit  ®Deapepaly, oCYIIECTBASAIOTCS (GUIIMHTOBBIE
PacChUIKM  37IEKTPOHHBIX MHCEM, BO BJOXEHUIX KOTOPBIX COAEPXKUTCHA
BpelOHOCHBIIT  daiin ¢  HaumeHoBaHMeM  «2024.06.13. N MUP-53-24.
leHepanbHOMY aMpeKkTopy. 27 mkojaa. Ilo cnucky OIIK.pdf». ITocne samycka
YKa3aHHOro <aina OCYILeCTBAAETCs JAeMOHCTpalusad JOKYMEHTa-MpUMaHKM,
3arpyska M BHeJApeHHe JIETUTUMHOTO MPOrpaMMHOT0 obecreyeHns g yaaJeHHOro
yrpaBieHus cucreMoin « AnyDesk».

Jna npenoTBpallleHUs peanusalyud Yrpos 06e30macHOCTH MHPOpMaLUH,
CBA3aHHBIX € JeATeJbHOCTBIO YKAa3aHHOM  XaKepcKoM TPYMIMPOBKU MO
(PUILIMHTOBBIM PacChl/IKaM, HEOOXOAUMO PeaJu30BaTh Mepbl 3alllMThl, YKa3aHHbIE B
nyHkTax 1.1-1.5.

Kpome ToOro, Heo6XoAMMO OCYLIECTBUTb HACTPOMKY TMpPaBMJI CUCTEMbI
MOHMTOPUHTA COOBITHIT MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaIUUMK) MyTeM
BHECEeHMs B MpaBuia KOppensuuu coBbITUIM MHAMKATOPa KoMmpoMeTtaumu (sha256)
773d9¢788¢11d6181d5fda031cde49dafb6441c8a9bef43fd670c56eeaaal8aa.

15. Xakepckon rpynmupoBkoi Sticky Werewolf, Halle/leHHOM Ha opraHbl
rocygapCTBEHHOM BJACTH M CyObeKTbl KPUTHMYECKOM HHGPOPMalMOHHOM
uHdpacTpyktypbl Poccuiickoit  ®Depepaly, oCyIIECTBASAIOTCS (GUIIMHTOBBIE
PacChbUIKK 3JIeKTPOHHbIX nmuceM oT Juia MBI Poccun. Bo BnoskeHMsIX yKasaHHBIX
NUCeM  COOEpP’KUTCA  AOKYMEHT-IpMMaHKa ¢  HauMMeHOBaHMeM  «3ampoc
npoBangaep.docx» U BpeAOHOCHBIM apXuB ¢ HauMeHoBaHMeM «Cnucok [P agpecos,
JaTa M Bpemsi 3axoja B MHTepHeT.pdf.rar». BHyTpH yKazaHHOTO apXHUBa COAEPKUTCS
HCNONHAeMbIM (alJl ¢ pacliMpeHMeM «.exe», MOocJje 3aIlycKka I10/Ib3oBaTe/nemM
KOTOPOTQ OCYIIECTB/SAETCA AeMOHCTpalMsl JOKYMEHTA-MPMMAHKM M BbIOJIHEHMUE
KOoMaHg, oboNouku cueHapueB «PowerShell», sarpyskawiux M BHegpsSIOIIMX B
Le/JeBYI0 CUCTeMY BpedOHOCHOe IIporpaMMHOe obecrneyeHue TUIIA <«TPOSIH
yaaneHHoro goctyna» (Ozone RAT).

Jna npenoTBpallleHUs peanusalyud Yyrpo3 6e30nacHOCTH MHPOpMaL|H,
CBA3aHHBIX € JeATeJbHOCTBIO YKAa3aHHOM XaKepcKoM TPYNIMPOBKU MO
(PUILIMHTOBBIM PacChl/IKaM, HEOOXOAUMO Pealu30BaTh Mepbl 3alllMThl, YKa3aHHbIE B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xoaumo o6ecrnevynTbh Ha YPOBHE CETEBBIX CPEACTB 3alllMThbl
MH$popMaLyK orpaHMyYeHHe 0GpallleHUN K CJIeAYIOIMM aipecaM, UCIIONb3ys CXeMY
JOCTYIA M0 «YePHbIM» MJIM «BeJIbIM» CIIUCKaM:

45[.]155].1249][.]1126;

84[.]22[.]195].]72;

hxxps[:])//bitbucket|.]org/fgdf gre/fwqfqw/downloads/kfmFhra[.]txt;
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hxxps|:]//bitbucket[.]org/adssgfdsg/testing/downloads/img_test|.]jpg?14441
7.

Takke HeoOGXOAMMO  OCYUIECTBUTb  HACTPOMKY MpaBMWJI  CUCTEMbI
MOHMTOPUHIA COOBITHIT MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaIUUMK) MyTeM
BHECeHUS B TMpaBWJa KOppeiasalyMM COOBITUM CHeAyIolIMX HMHIMKATOPOB
KoMIpomeTauuu (sha256):
3e08efa825c583d91eae43da6b8a599b1a9238ff47a184a94946a982¢5d72413;
£50a9ddf3d452687b10734c96aac362ad4ddeaf3fa52408628b59a87d9b67850;
9318e4d6a93e0a%b3f4d9d6311eab3d24be30ea9%f1¢968c4c0d4d966d3{8a390;
f6108824b1fe0c2f1483611db89ed968a3f339475ffd20eeda87e978¢c796e955;
3eca76737cb6aee34b4c38845fdel 3bceed23a31d39¢958893a44f42380ff84d5;
5bfd261ad68ad4c0ac564ebc787598d98403481e709%a80a824097ea7c0b430f7;
1fb6670d1f96d83c02eb08fdd3a5683d302513¢f3982878a92a1 2acd63540£30;
6851¢7a0db960f5¢3d81cb20b261256377f819a24897a1f8e55282¢cbd0a5499b;
6a45a3330843¢c11¢e549¢55b393fdc28cc0072b24¢cc74£322£5932291094db16.

16. Xaxepckron rpynmipoBkoi Sticky Werewolf, Halle/leHHOM Ha OpraHbl
rOCyIJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHpacTpykTypel Poccuiickoii  @epepauyy, OCYLIECTBASIOTCS (UIIMHIOBbIE
PacCbUIKM 3JIEKTPOHHBIX MMCEeM OT JAuLa MMHHUCTepCTBa MPOMBILLIEHHOCTH U
ToproBau Poccuiickon @epepauyy. Bo BJOKeHUIX YKasaHHbIX ITMCEM COOEPIKUTCS
BPEAOHOCHBINM MCMOMHAeMBIN (ain ¢ HauMeHOBaHMeM «Jlo/NroBasi Harpyska.exe»,
3aMaCKMpPOBaHHbBIN MOJ JIETUTUMHBINM AOKYyMeHT. [locne 3amycka MoJib3oBaTeneM
YKa3aHHOT'O MCIIONHAEMOro (dalsia OCYLIeCTBASAETCd AEMOHCTpalUus AOKyMeHTa-
MpUMaHKM, 3arpy3ka M BHeApeHUe BpPeJOHOCHOrQ IMpOrpaMMHOro obecrnedeHus
THIIa «TPOSH yAazeHHoro gocryna» {(QuasarRAT).

Hns. mpedoTBpallieHUs peanusaluu yrpos ©6e30MacHOCTM MHpopMaLmu,
CBSI3aHHBIX € JeSTeJIbHOCTbIO YKa3saHHOM XaKepCKOM TpyNIMPOBKU IO
(PUMILMHTOBBIM PacChl/IKaM, HeOOX0AUMO peanu30BaTh Mephbl 3allUUThI, YKa3aHHbIe B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xXoaumo o6ecrneuuTb Ha YPOBHE CeTeBbIX CPECTB 3allUThI
HH(POpMAalMK OrpaHHYeHHMe 0OpallleH!i K C/IeAYIOIUM aapecam, UCTIONb3ys CXeMy
JOCTYINA M0 «YePHbIM» WM «6ebIM» CITMCKaM:

crostech|.|ru;

5[-18[-]11][.]91;

hxxp[:1/5[-18[-]11[.]91[:]4782.

Takke HeoOGXOAMMO  OCYUIECTBUTb  HACTPOMKY MpaBWJI  CUCTEMbI
MOHMTOPUHIAa COOBITHI MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaMIUUMK) MyTeM
BHECeHUS B TMpaBWJa KOppeiasdaluM COGBITUM CHeAyIolIMX HMHIMKATOPOB
KoMIpomeTtauyu (sha256):
258976daa25d6¢ca2675764€995d4cad48ccf262a7cb9520cccc5c4c4c698f163;
d444ec105e426dbal9db51164d2912b33b8f7c0ff5¢cb6c6£6318331505dec7dS;
54d0fd3d916875¢85327066b22bb0dcfb86fa77e0971cf5db2b701ebala%ec32.

17. Xakepckoi rpynnupoBkoit Rainbow Hyena, HalleleHHOH Ha opraHbl
rocygapCTBEHHOM BJACTH M CyObeKTbl KPUTHMYECKOM HHGPOPMalMOHHOM
uHdpacTpykTypbl Poccuiickoit  ®Pepepauy, oCyIIECTBASIOTCS (GUIIMHTOBBIE



14

pPacChUIKM  /IEKTPOHHBIX  TMMCEeM, BO BJIOKEHMAX KOTOPbIX COAEPKUTCHA
BpeOHOCHBIN apxuB ¢ HauMeHoBaHMeM «Doc.zip». BHYTpM yKasaHHOro apxmuBa
cogepkarcd aliabl, 3aMacKMpOBaHHble MojA ¢(UHAHCOBbIe M IOPUAUYECKHE
JOKYMEHTBI, [IOoC/e  3alycKa TIOJb30BaTeléM KOTOPBIX  OCYIIECTBJSIETCS
JEMOHCTpauMsi AOKYMEHTa-TIpMMaHKK, 3arpy3ka M BHeApeHMe BpPedoOHOCHOTrO
NporpaMMHOro obecrneyeHus: TMna «3arpys3uuk» (PhantomDL).

Inga npenorBpallleHUs peajM3alMu yrpo3 06e30nacHOCTU WHGOpMaL|H,
CBA3aHHBIX € JeATeJbHOCTBIO YKa3aHHOM  XaKepcKoM TPYMIMPOBKU MO
(PUMILIMHTOBBIM PacChl/IKaM, HeOOX0AUMMO peanu30BaTh Mephl 3allUThI, YKa3aHHbIe B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xXoaumo o6ecrneuuTb Ha YPOBHE CeTeBbIX CPECTB 3allUThI
HHGOpMalMK OrpaHHYeHHMe 0OpallleHMi K C/eAYIOIUM aapecam, UCTIOb3ys CXeMy
JOCTYINA M0 «YePHbIM» WM «6ebIM» CITMCKaM:

45[.]87[.]246].]157;

hxxp[:]//45[.]87[.]246[.]157/command,;

hxxpl[:]//45[.]87[.]246[.]157/check;

hxxp[:]//45[.]87[.]246][.]157/init;

hxxp[:]//45[.]87[.]246[.]157/connect.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBMI  CUCTEMBI
MOHMUTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAJIMYMK) ITyTeM
BHECEHMS] B IpPaBWIa KOppeasuuu COBBITMHM CAeOVIOLIMX MHAMKATOPOB
KoMIpomeTtauuu (sha256):
0f578e437f5c09fb81059f4b5e6ee0b93cfcOcdf8b31a29abc8396b6137d10c3;
46ba5110a447746¢f7fe2¢2d62c0c20fb7cdf66930f630c8dfb8eac97fbb5bf1;
6ac2d57d066ef791b906c3b4c6b5e5¢54081d6657af459115ebbabb1a9d1085d;
a728fa92ed923¢cd65833228664a7e¢8402f0bbbb29942da70f87cc7cflac9c71a;
6ad06573fff4fcc7cdl 6¢c2ac3elc4635b567a89b2d6c07¢f98930133d3f90683;
dd49fd0e614ac3f6f8%bae7b7a6aa%dab3b338d2a8dl1al 1a774ecc9d287dé6f;
25a308fd1d37d7af4bd0c47aa5368228ddd3el1dd682c030a9e3¢958d32¢15¢0d;
7023a64911¢9ddc01562d1b39a359e5800ac%a59b7d9e94d1a54d5¢al12809b09.

18. Xaxepckon rpynnupoBkoli Cloud Werewolf, HalleleHHOM Ha oOpraHbl
rOCyJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHpacTpykTypel Poccuiickoii  @epepauyy, OCYIIECTBASIOTCS (UIIMHIOBbIE
PacCBIIKM  3JIEKTPOHHBIX  TMCEeM, BO  BJOXXEHMSIX KOTOPBIX COOSPIKUTCS
3aMacKMpPOBaHHBIN mofd OoGMUMAIbHBIA JOKYMEHT BpedoHOcHBIN dain. Ilocne
3alycKa yKazaHHoro ¢ania OCyILeCTB/SeTCS SKCITyaTalus yI3BUMOCTH pegaKkTopa
MaTeMaTHUecKuX GopmMya M ypaBHeHMI TEKCTOBOro pegakropa Microsoft Word,
nakera nporpamm Microsoft Office W mnakera obecneyeHUs: COBMECTUMOCTHU
Microsoft Office Compatibility Pack (BDU:2018-00246, ypoBeHb ONacHOCTH IO
CVSS 3.0 - BbICOKMM), a TakKe BHeJpeHMEe BPEJLOHOCHOTO MPOrpaMMHOIO
obecneyeHus Tmna «6skgop» (VBShower, VBCloud, PowerShower).

Ina npenorBpallleHUs peajM3alMud yrpo3 06e30nacHOCTU WHGOpMaL|H,
CBSI3AHHBIX € [eATe/JbHOCTBIO XaKepCKUX TCPYNNUPOBOK M0 ¢UILMHIOBBIM
pacchbiikam, HeOOXOAUMO peajM30BaTh Mepbl 3alllMThl, YKa3aHHbIe B MyHKTax 1.1-
1.5. O6ecneunTh Ha YPOBHE CETEBBIX CPECTB 3allMThI MHGOPMALIMM OrpaHUUYCHME
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oGpallleH’I K cIeAyIoIIMM agpecamM, UCIIONb3ys CXeMY AOCTYIa M0 «YepPHbIM» WU
«6e/IbIM» CITUCKaM, YKa3aHHBIX B IPUIOXKEHUH K HACTOSILLIEMY MTUCbMY.

B uensax npenorepailieHUsS BO3MOKHOCTH SKCITYaTaluM JaHHOW YI3BUMOCTH
pPeKOMeHAYeTCs YCTAaHOBUTb OOHOBJIeHMe [MpPOrpaMMHOro obecreuyeHus B
cooTBeTCcTBUM ¢ MeToauKkou TectipoBanug M Meroaukoi olleHkM @CT3K Poccun.

OcylecTBUTh HACTPOMKY TMpaBUA CUCTEeMbl MOHMUTOPMHIa COGBITHUI
WHGPOPMALMOHHON $e30MacHOCTU (MIPU ee HalWUMKM) MyTeM BHeceHMUs B MpaBMiia
KOppeasuuU COOBITHI CAeAYIOLINX UHANMKATOPOB KOMIPOMETalMM, YKa3aHHBIX B
MPUIOXKEHUU K HAaCTOSLIEMY [MUCbMY.

19. Xaxepckon rpynmipoBkoli Cyber Anarchy Squad, HalleJleHHOW Ha
OpraHbl TOCYAApPCTBEHHOM BJACTU U CYOBEKTHl KPUTMUECKOM MHGPOPMALIMOHHOM
HHGppacTpyKTyphl Poccuiickon @eamepaliMi, OCYILIECTBASIOTCS aTakM Ha CEeTeBble
pecypchl yepes sKCIVIyaTauuio YSI3BUMBIX CEPBUCOB (Hanpumep, Jira, Confluence u
Microsoft SQL), moctynHbix n3 cetu «MHTepHer». [nd 3akpensieHns B LieNeBbIX
CUCTEeMax 3/MOYMBILICHHMKY BHEAPAIOT BpeJOHOCHOE MPOrpaMMHoe obecrneyeHue
THIIa «TPOSH yaaneHHoro gocryna» {Revenge RAT m Spark RAT).

Hns mpedoTBpallieHUs peanusaluu yrpos ©6e30nacHOCTM MHpopmaLmu,
CBSI3aHHBIX C AEATe/IbHOCTbIO YKa3aHHOM XaKepPCKOW TPYNIUPOBKH, HEOO6XOAUMO
06ecneynTb Ha YPOBHE CEeTeBbIX CPeACTB 3allMTbl MH{pOpMaLUM OrpaHUUYeHMe
oGpallleH’I K CIeAyIoHIMM agpecamM, UCIIONb3ys CXeMY AOCTYIa M0 «YepPHbIM» WU
«6epIM» CITUCKaM:

194[.]36].]188].]194; 185[.]117[.]75[.]3.

Kpome TOro, Heo6XoAMMO OCYLIECTBUTb HACTPOMKY TMpPaBMJI CUCTEMbI
MOHMTOPUHIA COOBITHI MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaIUUMK) MyTeM
BHECeHUS B TMpaBWJa KOppeisalyMM COGBITUM CHeAyIolIMX HMHIMKATOPOB
KoMrnpomeTtauyy (md5):

fc3a8eabd07a221b478a4ddd77ddce43;

48210ca2408dc76815ad1b7c0lcla2la;

8¢70377554b291d4a231¢f113398¢00d;
23b873bb66dc09¢91127¢20825b6cbe7;
beec17275114c6a87d8b7110aecec5cc;
6¢bc93b041165d59ea5ded0c5£377171;
1fcd4f83bf6414d79d5f29ad1e795b3d.

20. XaKkepCcKUMU rpyNnUpoOBKaMH, Hale/IeHHbIMU Ha OpraHsl
rOCyJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
HHppacTpykTypel Poccuiickon ®epepanyu, OCYIIECTBASIOTCA aTakKM IyTeM
SKCIVIyaTaluMM VYSA3BMMOCTU cepBepa IJs yhnpabdeHus Mporpammamu Fortinet
FortiClient Enterprise Management Server (EMS), cBA3aHHas ¢ HeNpUHATUEM Mep
no sawuTe CTPYKTYphbl 3anpoca SQL (BDU:2024-02008, ypoBeHb OMacHOCTHU MO
CVSS 3.0 - kpuruueckuu). Ilocse mnosyyeHHs JOCTyNa K WHGPPACTPYKType
3/IOYMBILIVIECHHUKY  OCYLUECTBASIOT YCTAHOBKY JIETUTMMHOIO IPOrpaMMHOrO
obecrnieueHus Aa8 yaaJleHHOro gocryna (Hanpumep, AnyDesk, ScreenConnect).

Hns npedoTBpallieHUs peanusaluu yrpos ©6e30MacHOCTM MHpopMaLmu,
CBSI3aHHBIX € YKa3aHHOHW JedaTe/IbHOCThI0 XaKepPCKUX TPYNIMPOBOK, HEO6XOAUMO
06ecneynTb Ha YPOBHE CEeTeBbIX CPeACTB 3allMTbl MH{pOpMaLUM OrpaHUUYeHMe
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oGpallleH’I K cIeAyIoIIMM agpecamM, UCIIONb3ys CXeMY AOCTYIa M0 «YepPHbIM» WU
«6e/IbIM» CITUCKaM, YKa3aHHBIX B IPUIOXKEHUH K HACTOSILLIEMY MTUCbMY.

Kpome TOro, Heo6XoAMMO OCYILIECTBUTb HACTPOMKY TMpPaBMJI CUCTEMbI
MOHMTOPUHIA COOBITHIT MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaIUUMK) MyTeM
BHECeHUS B TMpaBWJa KOppeiasalyMM COOBITUM CHeAyIolIMX HMHIMKATOPOB
KommnpomeTtauuu (shal):

746710470586076bb0757e0b3875de9c90202be2;

bc29888042d03fe0ffb57fc116585¢992a4fdbIb;

73f8e5¢17b49b9f2703fed59¢cc2be77239¢90417;
841fff3a36d82c14b044da26967eb2a8f61175a8;
cf1ca6¢c7f818e72454¢923fea7824a8f6930¢cb08;
e3b6ea8c46fa831cec6f235a5¢cf48b38a4ae8d69;
75ebd5bab5e2707d4533579a34d983b65af Secf;
44b83dd83d189f19e547002288035be8aa7¢8672;
8834f7ab3d4aa5fb14d851¢7790e1a6812ea4ca8.

B uensax npenorepailieHUsS BO3MOKHOCTH SKCIITYaTaluM JaHHOW YI3BUMOCTH
pPeKOMeHAYyeTCs YCTAaHOBUTb OOHOBJeHMe TMpPOrpaMMHOro obecreuyeHus B
cooTBeTCcTBUM ¢ MeToauKkou TectipoBanug M Metoaukoi onleHkM @CT3K Poccun.

21. Xakepckoit rpynnuMpoBkoi Masque, HalleleHHOM Ha  opraHbl
rocygapCTBEHHOM BJACTH M CyObeKTbl KPUTHMYECKOM HHGPOPMalMOHHOM
uHdpacTpykTypbl Poccuiickoit @egepaiyn, ocyeCcTBAAIOTCA aTakKy Ha MyOGIMYHO
JOCTYINHbIE CEpPBUCBHI Uepe3 3SKCIVIyaTauuioo YA3BUMOCTM KomnoHeHTa JNDI
OUOAMOTERH XypHaaupoBaHus Java-nporpamm Apache Log4j2 (BDU:2021-05969,
ypoBeHb omacHoctM Mo CVSS3.0 - KpuTuueckuit). 30YMBILIJICHHUKM
YCTaHaBJAMUBAIOT IETUTUMHOE MPorpaMMHoe obecrieueHue g yaaJeHHOro JOCTyna
(AnyDesk), 3arpyalT M BHeApSIOT BpPeJOHOCHOe NporpaMmHoe obecrneyeHue
TUIOB «3arpy3uuk» (MystiqueLoader) n «uuudpoanbiuk» (LockBit 3 u Babuk).

Hns npedoTBpallieHUs peanusaluu yrpos ©6e30MacHOCTM MHpopMaLmu,
CBSI3aHHBIX € YKa3aHHOM AEeATeIbHOCTbIO XaKepCKOW TPYNIMPOBKH, HEOO6XOAUMO
06ecneynTb Ha YPOBHE CEeTeBbIX CPelACTB 3allMTbl MH{pOpMaLUM OrpaHUyYeHHue
oGpallleH’H K CIeAyIoHIMM agpecaM, UCIIONb3ys CXeMY AOCTYIa M0 «YepHbIM» WU
«6ebIM» CITUCKaM:

consultant-info[.]ru;

local-system].]online;

infobuhgalter|.]ru;

b-buhgalteria[.]ru;

ms-update-cdn].]info;

45[.]151[.]62[.]110;

62[.]60[.]187[.]254;

89[.]23[.]113].]172;

193[.]1233][.]48[.]31;

212[.]192[.]14[.]54.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBMWI  CUCTEMBI
MOHMTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAJIMYKMK) ITyTeM
BHECEHMS] B IPaBWIa KOppeasuuu COBBITMHM CAeOVIOIIMX MHAMKATOPOB
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KoMIpomeTaiyu (sha256):
7aecb02611f5f6ba2f180cc86df7¢c8e9636d7eb34b9256a69¢799ba341899208;
b63d536dfeb6a869aed0f174e0299eee07e61acdcb63abe5ded3b694{fba89168;
d47429030¢d04002de1dd676d44e6962bc5¢3d54a72d4¢305d87174495972a58;
d7d15d9de93438bba8ea79%be54f03d5594f338cf9be2el 22f2ba0456746fdf8;
44797383aa1969cee3fd09f0e53ed50ac6¢c7afbb83bbaclb825e41d1balbb544;
da2191203b39fda0823520a85a9calbb8c42c4ef5b341a929d69dfd99¢971d7d;
3bfdacd5ecf70c53beeaefbd85¢90eacecabcad787a8b61407e4bcbbee3aefla;
f£282¢788a380bb68de2e8c9d8d2el1a7dd3b07d49fd4a965e279bbf4dd965b88;
8eddc062b68f0511dc2b28908630ae2381cfd66b78a9270f5d8e1729b30ca3b2;
763b65a4¢c7cf55aba8913378892¢cb0716585f502bc2695e839b493a46¢372b5e;
996e68f2felc8bb091{34e9bf39fd34d95¢3e21508def154098a1874bfb825¢;
d8090f5058db31956d0503d0e4¢c%e16504d58623ba481715609a8ff1303d6e72;
9491075bdb1bca34dab092a357914b6e14a825¢37¢268327e1f67a7a602308ab;
92804faaab2175dc501d73e814663058¢78¢0a042675a8937266357bcfb96¢50.

B uensax npenorepailieHUsS BO3MOKHOCTH SKCIITYaTaluM JaHHOW YI3BUMOCTH
pPeKOMeHAYyeTCs YCTAaHOBUTb OOHOBJeHMe TMpPOrpaMMHOro obecreuyeHus B
cooTBeTCcTBUM ¢ MeToauKkou TectipoBanug M Metoaukoi onleHkM @CT3K Poccun.

22. XaKkepCcKUMHU rpyNnUpOBKaMH, Hale/IeHHbIMHU Ha OpraHsl
rocygapCTBEHHOM BJACTH M CyObeKTbl KPUTHMYECKOM HHGPOPMalMOHHOM
uHdpacTpyktypbl Poccuiickoit  ®Depepaumy, oCyIIECTBASAIOTCS (GUIIMHTOBBIE
PacChbIIKM 3ME€KTPOHHBIX mmceM oT auta «O0OO0O Master Steel» ¢ TeMaTHMKOIM
«eMKOCTM M aBTOMaTMKa». Bo BJIOXKeHUSX YKasaHHBbIX MUCEM COAEPKUTCH
BpeIOHOCHBIN apXuB ¢ HauMeHoBaHMeM «Add_05.12.2024.rar». ApXUB COOEPKUT
daiin, nmocse 3amycka MoJib3oBaTe/IeM KOTOPOro OCYLIECTBISAETCA AeMOHCTpauMs
JOKYMEHTa-MIpUMaHKH1, 3arpyska M BHeJpeHUe BPeJOHOCHOro IpOrpaMMHOrO
obecrnieueHns Tumna «crunep» (MetaStealer).

Hns npedoTBpallieHUs peanusaluu yrpos ©6e30MacHOCTM MHpopMaLmu,
CBSI3aHHBIX C JeATeJbHOCTbIO YKa3aHHbIX XaKepCKUX TCPyINNUPOBOK IO
(PUMILMHTOBBIM PacChl/IKaM, HeOOX0AUMO peanu30BaTh Mephbl 3allUUThI, YKa3aHHbIe B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xogumo 3abJ0KMPOBATh MOJYUYEHUE 3I€KTPOHHBIX MUCEM
c aapeca component@smetal[.Jru 1 obecnieuuTb Ha YpOBHE CETEBbIX CPEACTB
3alUMTBl  MHGOPMALMM OTpaHMUYEHMe OOpalleHMH K CJIeAyIOlIMM  afpecam,
MCIOAb3YS CXeMY JOCTYIA M0 «YE€PHBbIM» MU «OeNbIM» CIMCKaM:

87[.]120[.]120].]86;

hxxpl:]//87[.]120[.]120[.]86[:]1912/.

Takke HeoOGXOAMMO  OCYUIECTBUTb  HACTPOMKY MpaBWJI  CUCTEMbI
MOHMTOPUHIAa COOBITHI MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaMIUUMK) MyTeM
BHeCeHMS B MpaBwWiIa Koppeasauyuu coSbITUIM MHAMKATOpa KoMIpomeTaiuu (sha256)
c0af8dd2f78b56279e52ebccbee086e0¢9821678fb0065%6ad6abff923aa7dce.

23. XakepCKUMH rpynnmUpoOBKaMH, HalleJIeHHbIMU Ha OpraHbl
rOCyJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHpacTpykTypel Poccuiickoii  @epepauyy, OCYIIECTBASIOTCS (UIIMHIOBbIE
PacCBIIKM  JIEKTPOHHBIX  TMCEeM, BO  BJOXXEHMSIX KOTOPBIX COOSPIKUTCS
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BpedOHOCHDbII apXMB C HauMeHOBaHMeM «Aviasales Partnership.rar». ApxuB
CONEPKUT MCTMOMHAEeMBbIH aits, [Mocae 3amycka I0Jb30BaTeNleM KOTOPOro
OCYILIECTBJSETCS AEeMOHCTpalMd AOKYMEeHTa-TpUMaHKM, 3arpyska M BHeApeHHe
BpeJOHOCHOro MporpaMMHOro obecneueHusa Tuna «ctuiep» (Rhadamanthys).

Jna npenoTBpallleHUs peanusalyud Yrpo3 06e30macHOCTH MHPOpMaL|H,
CBSI3AaHHBIX C JAeATeNbHOCTBK) VYKa3aHHBIX XaKepCKUX TCPYNNUPOBOK IO
(PUILMHTOBBIM PacChl/IKaM, HEOOXOAUMO Pealu30BaTh Mepbl 3allIMThbl, YKa3aHHbIE B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xXoaumo o6ecrneuuTb Ha YPOBHE CeTeBbIX CPECTB 3allUThI
HHG$OpMalMK OrpaHHYeHHMe 0OpallleHMi K CeAYIOIUM aapecam, UCTIONb3ys CXeMy
JOCTYTIa MO «YePHBbIM» WM «6eJIbIM» CITUCKaM:

45[.]150[.]32[.]106;

hxxps[:]//45[.]150[.]32[.]106]:18680/eba20e054a2b3/enbpmOob|.]o3duh.

Takke HeoOGXOAMMO  OCYUIECTBUTb  HACTPOMKY MpaBWJI  CUCTEMbI
MOHMTOPUHIA COGBITHI MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaMIUUMM) myTeM
BHECeHUS B TMpaBWJa KOppeiasaluMM COOBITUM CHeAyIolIMX HMHIMKATOPOB
KoMIpomeTtauuu (sha256):
8da3d3e5861¢700155466ff4cc8fc6be38113¢94186¢5302ad6894691c55cd4d;
38¢8f07e4f2e8a662¢ca%9a2910af1b9¢cd8875056589f95¢9338116¢72bc795159.

24. X aKkepCcKUMH rPyNIIMpPOBKaMH, HalleJIeHHbIMM Ha OpraHbl
rOCyIJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHdpacTpyktypbl Poccuiickoit  ®Pepepaly, oCyIIECTBASIOTCS (GUIIMHTOBBIE
PacChUIKM  3/IEKTPOHHBIX MHCEM, BO BJOXXEHUIX KOTOPBIX COAEPXKUTCHA
BPeOOHOCHBIN McMonHseMbli ¢aia. [Tocne samycka nosib3oBaTeNieM YKa3aHHOro
HCrnonHAeMoro amia OCYILIeCTBAIeTCd AEMOHCTPalUMsa OOKYMeHTa-NPUMaHKH
«IIpuKas o gonycke K rocyapcTBeHHONM TaiHe», 3arpy3Ka U BHeApeHMe B LeeBYIO
CUCTEMY BPEIOHOCHOTO MPOrpaMMHOro o6GecrevyeHMs TUIA «TPOSH YAaJIeHHOro
nocryna» (DCRat).

Jna npenoTBpallleHUs peanusalyud Yrpos 06e30macHOCTH MHPOpMaLUH,
CBSI3AaHHBIX C JAeATeJbHOCTBK) VYKAa3aHHBIX XaKepCKUX TCPYNNUPOBOK IO
(PUILIMHTOBBIM PacChl/IKaM, HEOOXOAUMO Pealu30BaTh Mepbl 3alllMThl, YKa3aHHbIE B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xoaumo o6ecredynTb Ha YPOBHE CETEBBIX CPEACTB 3alllMThbl
MH$popMaLyK orpaHMUeHHe 0GpallleHUN K CJIeAYIOIMM aipecaM, UCIONb3ys CXEeMY
JOCTYTIA MO «YePHbIM» WM «6eJIbIM» CITUCKaM:

cj46586][.]twl[.]ru;

hxxp[:]//cj46586][.]tw1[.]ru/L1ncOIn[.]php.

Takke HeoOGXOAMMO  OCYUIECTBUTb  HACTPOMKY MpaBWJI  CUCTEMbI
MOHMTOPUHIAa COOBITHI MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaMIUUMK) MyTeM
BHECeHUS B TMpaBWJa KOppeiasdaluM COGBITUM CHeAyIolIMX HMHIMKATOPOB
KoMIpomeTtauuu (sha256):
16ef9df3533d911bc0d414251e9def3c8d1335de3¢31feade3b8fccf9599600c¢;
02d7945313b05%6aa528¢c66647¢59141cab2ca8ac52a8¢3a960f5dc328be666;
28dffaabf6f685cdbad4b814ebd280006919f8311f2ffb2b6al 53799eeb315bb;
e4861621bd49b3ff92b6094ceae288f4d52ff70aa60d730e790f010bacel 7bba.
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25. Xakepckon rpynmupoBkoi Watch Wolf, HaueseHHOl Ha oOpraHbl
rOCyJapCTBEHHOM BJACTM M CyOBEKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHpacTpykTypel Poccuiickoii  @epepauyy, OCYILIECTBASIOTCS (UIIMHIOBbIE
PacChUIKM 3MeKTPOHHBIX MUCEeM OT JuLa omnepaTtopa Joructuku «PonyExpress» ¢
TEMaTHKON « YBeJoM/ieHHe 06 OKOHYaHMM CpoKa OecIiaTHOro XpaHeHus». Bo
BJIOXKEHUSAX YKA3aHHBIX MMCEM COAEP’KUTCS BPeIOHOCHBIN apXUB ¢ HAMMEHOBaHMEM
«Haknaguas N2*.zip», BHYTPM KOTOpPOrO HaXOOUTCH MCIIOJIHAEMbIM Gaiin ¢
HaumeHoBaHMeM «HaknagHas N®*.exe». Tlocne 3amycka mnosb3oBaTeleM
YKa3aHHOro MCIMOoAHsAeMoro daiia oCyIeCTBAsIeTCA BBIMOJHEHNE BPEIOHOCHOIO
ckpunTta «JavaScript», 3arpy3ka M BHeApeHHe BpPegOHOCHOrO MPOrpaMMHOIO
o6ecnevyeHns TMna «6skaop» (DarkWatchman).

Ina npenorBpallleHUs peajM3alMu yrpo3 06e30nacHOCTU WHGOpMaL|H,
CBA3aHHBIX € JeATeJbHOCTBIO YKAa3aHHOM  XaKepcKoM TPYNIMPOBKU MO
(PUIIMHIOBbIM pacchli/ikaM, HEOOXOAUMO pealu30BaTh Mepbl 3allMThl, YKa3aHHbIe B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xoguMmo ob6ecneuynTb Ha YPOBHE CETEeBbIX CPeACTB 3alllMThbl
MHdpopMaLyK orpaHMUeHHe 06pallleHUN K CJIeAYIOIMM aipecaM, UCTIONb3ys CXeMY
JOCTYTIA M0 «YepPHbIM» MU «OebIM» CIIMCKaM:

ponyexpress|.|website;

bdObaba4].|store;

bdObaba4[.]online;

bdObaba4].]site;

hxxps|:]//bdObaba4|.]store/index|.]Jphp_ CURRENT_USER;

hxxpl:]//bdObaba4[.]store/index|[.]|php;

hxxps|:]//bdObaba4|.]store/index|.|php/.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBMI  CUCTEMBI
MOHMUTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAIMYMK) ITyTeM
BHECEHMS] B IPaBWIa KOppeasuuu COBBITMHM CAeOdyIOIMX MHAMKATOPOB
KoMIpomeTaiyu (sha256):
8f0796dc1847¢8elcf00c505¢5ff855942b1d182e356e4733b4be480a5569ac3;
f5f7f1bbc71fb6da221049d1fc7a31d1312b07dad6accdcd76588e989488297b;
5654faf2d7d2bf6e8fccalff5bf12d10¢284503632¢cbc964466¢c810ded31571;
43¢2da7¢3c85¢7658701¢c01e2fe8bdad0c8efd701f0f89¢2681313b15b206b20;
£81£5880ff69a0030b8578bd38e4¢c6350f95ae1¢506e€9372a2¢57461a9%bb3751;
947d88de855c44d6a04c26a4fcad5f67d54fc1bbd3f3bb76e3de6c7103fc4651;
c16a7751df8b8c3af4b8aa769816cfc7ecfa378d42ce238¢c3d7616f36f46dd28;
1be2db951e3df606£fa9717fbc179652d76¢7bd67393426af73b369ad3a490a93;
21b0e575¢3366e4958296b9¢2f1e05ace038f3f4c653fb7c5bc5ab816e5¢609¢;
ae63a886¢36¢cf4b9bb53837595b2b5¢c9feOb52e78edc6c6569d4 1¢ce0f1a047 ¢6;
889f6feb0f804a3911fc75482d0e5a18ff67a52d655ced8078862a347a1947517,
d1348d73eafbcd78a584¢ce7¢57542331061bbd44d2b425644¢92d01368ad6862;
71c03b36162312b61f7f531c295fe23fe3a52539a59a26c3f3f2d351c2ad2b95;
407afe8f6e6cb696¢72209aa952¢4f415514196d7605¢305517118743ad1ae7;
33d5ca7ec51b5f3a16e9bccObl6db7c22fffc5afbld03b68a83ae54455210de2;
3f99¢6b90b7488d59d17adcd1b6fde61752ab3709533f34a5d%eaafcbOfe41 2¢e;
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889f6feb0f804a391fc75482d0e5a18ff67a52d655ced8078862a347a1947517.

26. Xakepckoit rpynmupoBkoit Core Werewolf, Halle/leHHOM Ha opraHbl
rocygapCTBEHHOM BJACTH M CyObeKTbl KPUTHMYECKOM HHGPOPMalMOHHOM
uHdpacTpyktypbl Poccuiickoit  ®Depepauy, oCyIIECTBASAIOTCS (GUIIMHTOBBIE
pPacChbUIKKU 3JIeKTPOHHBIX NMuceM OT Juia MuHoboponsl Poccuu. Bo BiaoskeHMsiX
VKa3aHHBIX TMUCEM COAEPKUTCA  BPEOOHOCHBIM  MCHOJHSIeMbIM dain ¢
HarMeHOBaHUeM «Bbinucka us oceegomneHHOCTH BCVY 0 COCTOSSHUMU U TOJIOKEHUH
06pekToB BC PD no cocroanuio Ha 20.12.2024 r.». [Tocae 3anmycKa no/ib3oBaTesiem
YKa3aHHOrO MCHOJIHSIEeMOro daiia oCyLIeCTBAIeTCS AeMOHCTpallusad JOKYMEHTa-
NPUMMaHKK M BBINOJIHEHHE BpegoHocHoro VBS-ckpunra, KOTOpbIM 3arpyskaeT U
BHeApseT JeruMTMMHOEe NporpaMMHoOe oGeclieueHMe IJiS YAAJeHHOTro [I0CTyna
«UltraVNCn».

Hns npedoTBpallieHUs peanusaluu yrpos ©6e30MacHOCTM MHpopmaLmu,
CBSI3aHHBIX € JeSTeJIbHOCTbIO YKa3saHHOM XaKepCKOM TpyNIMPOBKU  TIO
(PUMILMHTOBBIM PacChl/IKaM, HeOOX0AUMMO peanu30BaTh Mephbl 3allUUThI, YKa3aHHbIe B
nyHkrax 1.1-1.5.

Kpome Toro, Heo6xXoaumo o6ecrneuuTb Ha YPOBHE CeTeBbIX CPECTB 3allUThI
HH($OpMAalMK OrpaHHYeHHMe 0OpallleHNi K C/IeAYIONUM aapecam, UCTIOb3ys CXeMy
JOCTYIA M0 «YePHbIM» WM «6ebIM» CITMCKaM:

ipcor|.]ru;

hxxpl:]//ipcor[.]ru[:]443.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBMI  CUCTEMBI
MOHMTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAIMYKMK) ITyTeM
BHECEHMS] B IpPaBW/Ia KOppeasuuu COBBITMHM  CHeOyIOLIMX MHAMKATOPOB
KoMIpomeTaiyu (sha256):
7d05951fb05b770d14b42637fd15770d70749ec1968¢0628dc078b17e2dde679;
55849509dd7199426381dc425de04f2676ae2edacb60ed37fe543555a22bbf9d;
57¢b78d44501b417b8e95e6d31b46e9b4dd19456¢3¢3163f1e0537¢93562edef;
bbf4965798aed26726a4dc9bb4cOaeaba8ebbl 764627cc8ce68839396112a972.

27. XaKkepCcKUMU rpyNnUpOBKaMH, Hale/IeHHbIMU Ha OpraHsl
rocygapCTBEHHOM BJACTH M CyObeKTbl KPUTHMYECKOM HHGPOPMalMOHHOM
uHdpacTpykTypbl Poccuiickoit  ®Depepauy, oCyIIECTBASIOTCS (GUIIMHTOBBIE
pacCbUIKM  /IEKTPOHHBIX  TMMCEeM, BO BJOXEHMAX KOTOPbIX COAEPKUTCA
BPeOHOCHBI apXMB C HAaMMEHOBaHMEM «3arpyska.zip». BHYTpM yKaszaHHOro
apXyuBa COAEPKUTCS BpeJOHOCHBIN ¢aitn ¢ paciumpenueM «.doc». ITocne 3anmycka
MOJIb30BaTe/IeM YKa3aHHOT'O HCIIOJIHSIEMOTO (daiia OCyIIeCTBAIeTC AeMOHCTpalms
JOKYMEHTa-MIpUMaHKH1, 3arpyska M BHeJpeHUe BPeJOHOCHOro IpOrpaMMHOrO
obecrieyeHus TUIA «TPOSH yaaneHHoro goctyna» (Cryp RAT).

Hns mpedoTBpallieHUsl peanusaluu yrpos ©6e30MacHOCTM MHpopmaLmu,
CBSI3aHHBIX C JeATeJbHOCTbIO YKa3aHHbIX XaKepCKUX TCpPyNNUPOBOK IO
(PUMILMHTOBBIM PacChl/IKaM, HeOOX0AUMMO peanu30BaTh Mephl 3allUUThI, YKa3aHHbIe B
nyHkrax 1.1-1.5.

KpoMe TOro, Heo6xXxoAuMMO OCYLIECTBUTh HACTPOMKY TMPaBUI CUCTEMBI
MOHMTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAJIMYKMK) ITyTeM
BHECEHMS] B IPaBWIa KOppeasuuu COBBITMHM CAeOVIOIIMX MHAMKATOPOB
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KoMIpomeTaiyu (sha256):
1ce80b2bb2a5f56573ca786f662accea56f4b%e0e3052ddecl4fe03364c14dfe;
ead58c483¢8208cd57464f8a49290795390634f4698213054bf7370227¢026dc;
2a02a0763fdef9¢38¢5dd4d50703f0c7e27f4903¢139804ec75e55f8388139%a¢;
el7¢d94cd8fc0e001a49f43a0801 cea4625fb%aee211b6é6dfebebec446c21460;
593e60cc30ae0789448547195af77f550387f6648045847ea244dd0dd7abf03d;
f6¢55900318781681edf34838e74b6bf3a7106ca34881d7f5¢63b8e0d7ac3694;
f00b21185f93¢23409¢9383930¢7999094983671b1¢1e0dc00208bb1c8f1e10d;
44887df9f68f5a3084¢7d80¢c1¢7492¢ca5209¢816a4e83fdbdée2fcb6f1ff936f;
f6¢559c031b7b16bledf34b38e74b6bf3a7106ca34881d7f5c63b8e0d7ac36944;
027d0f9d3b924d76cfa043e7b0b51facb401f2b8bceb1e9778d8bbe87¢dc8717;
070b710671c05da85d005cfbl6a924bae030c74bf1ed3fdd0b649befde2baal a;
0081b7bc078cle2dd6413cdb47a0e02dbd4e3d3c647al4c6dfc48d137647cdd3b;
097bfOf5b07c4834e4c65be0ad645362ce641e8cb72dfb46711ca254da70511d,;
oc5bef12a9a37a8166d1cf10150b7bd4668bcd706221d08b1d11297761e09956.

28. Xakepcko rpynnupoBkoM Paper Werewolf, Halle/ieHHONM Ha oOpraHbl
rOCyIJapCTBEHHOM BJACTM M CyOBeKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHpacTpykTypel Poccuiickoii  @epepauyy, OCYLIECTBASIOTCS (UIIMHIOBbIE
PacCBIIKM  JIEKTPOHHBIX  TMCEeM, BO  BJOXXEHMSIX KOTOPBIX COOSPXKUTCS
BpeAOHOCHbIM ¢aiis, 3aMacKMpOBaHHBIM TNOA JErMTUMHBIM JoKyMmeHT. [locne
3allyCKa YKasaHHOTro <¢aiia OoCyIEeCTBAsSEeTCd JeMOHCTpalys 3allu¢ppPOBaAHHOTO
JoxkymeHTa Microsoft Word. IlonbsoBaTenio mnpeanaraeTcs TMNOATBEPIUTD
BbINIOJIHEHME TPOLIeAYPbl PacliMpPOBKU, B TAKOM c/ydyae OyAeT OCYLIeCTBJIeHbI
KOMaHAbl 0060/10uKM cueHapueB «PowerShell» pana 3arpysku u BHegpeHMs
BPeAOHOCHOIO MPOrpaMMHOro odecrieyeHus TUMA «TPOSAH YAAJeHHOro AOCTyMa»
(PowerRAT).

Ina npenoTrBpallleHUs peajM3alMu yrpo3 06e30nacHOCTU HWHGOpMaL|H,
CBA3aHHBIX € JeATeJbHOCTBIO YKAa3aHHOM XaKepcKoM TPYMIMPOBKU MO
(PUIIMHIOBBIM pacchli/ikaM, HEOOXOAUMO pealu30BaTh Mepbl 32lLMThl, YKa3aHHbIe B
nyHkTax 1.1-1.5.

Kpome Toro, Heo6xoguMmo ob6ecneuynTb Ha YPOBHE CETEeBbIX CPeACTB 3allMThbl
MH$popMaLyK orpaHMUeHHe 0GpallleHUN K CJIeAYIOIMM aipecaM, UCIONb3ys CXEeMY
JOCTYTIA M0 «YepPHbIM» MU «OebIM» CIIUCKaM:

lobbyluxuries[.]com,;

94[.]103[.]85][.]47;

185[.]244[.]182].]87;

5[.]1252[.]176].]55;

85[.]198[.]110[.]216.

Takke Heo6XOAMMO  OCYLIECTBUTb  HACTPOMKY  MpPaBWI  CUCTEMBI
MOHMUTOPHMHT2 COOBITHI HHGPOPMALIMOHHOM 6€30MacHOCTH (MPY ee HAJIMYKMK) ITyTeM
BHECEHMS] B IPaBWIa KOppeasuuu COBBITMHM  CAeOVIOLIMX MHAMKATOPOB
KoMIpomeTaiyu (sha256):
fa8853aaal56485855b77a16a2f613d9f58d82ef63505be8b19563827089bf52;
13252199b18d5257260f57de95d8c6be7d7973df7f957bca8¢2f31el5fcc947b;
8badcd7ea29f990cb86291003f82239bfafe28910d080b5b7d3db78e83¢1b6f3;
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37b3fa8a3a05e4aedb25eb38d9e4524722f28¢21fac9f788f87113¢c5b9184ef5;
804¢d68f40d0bb93b6676447af719388e95¢cafd5a2b017a0386eb7de590ebf17.

29. Xakepckou rpynnipoBkoM Lazarus Group, HalleJIeHHOM Ha OpPraHbl
rOCyJapCTBEHHOM BJACTM M CyOBEKTbl KPUTHMUECKON  MHGPOPMALIMOHHOM
uHpacTpykTypel Poccuiickoii  @epepauyy, OCYILIECTBASIOTCS (UIIMHIOBbIE
PacCbUIKM 3/eKTPOHHBIX IMHMCeM OT JMLQA, BbIJAIOLLEro cebs 3a MpeAcCTaBUTENs
OTAeNa KaJpoB CTOPOHHEM opraHmsalyu. Bo BJIOXKEHMSAX YKa3aHHBIX IMUCEM
cofepPKaTCa UCMOJHsIeMble (hailbl ¢ pacliMpeHneM «.exe» U Galbl-MPUMaHKHU C
paciiMpeHMeM «.txt». Ilocne 3amycka VyKasaHHBIX MCNOJHAEMBIX (ali/ioB
OCYILIECTBJISETCS OTKPbITHE OKHA, B KOTOPOM I0JIb30BaTeIO MpeaJjaraeTcs BBeCTH
ceoit IP-agpec. Tlocne BBoga IP-agpeca B cUCTeMY OCYLIECTBASIETCS 3arpyska M
BHeZ[peHMe BPeJOHOCHOTO IMpPOrpaMMHOI0 oGecrneyeHMs THIIA <«3arpysydk» u
JIETMTUMHOTO MPOrpaMMHOTro obecreueHms A1 yaaneHHoro gocryna « UltraVNC».

Jna npenoTBpallleHUs peanusalyud Yrpo3 06e30macHOCTH MHPOpMaLUH,
CBA3aHHBIX € JeATeJbHOCTBIO YKAa3aHHOM  XaKepcKoM TPYNIMPOBKU MO
(PUILMHTOBBIM PacChl/IKaM, HEOOXOAUMO Pealu30BaTh Mepbl 3allIMThl, YKa3aHHbIE B
nyHkTax 1.1-1.5.

Kpome ToOro, Heo6XoAMMO OCYLIECTBUTb HACTPOMKY TMpPaBMJI CUCTEMbI
MOHMTOPUHTA COOBITHIT MHGOPMALIMOHHON 6e30MacHOCTH (IIPY ee HaIUUMK) MyTeM
BHECeHUS B TMpaBWJa KOppeisdaluMM COOBITUM CHeAyIolIMX HMHIMKATOPOB
KoMrnpomeTtauuy (md5):

¢6323240d12a5b7fe95951609fb2b524;

cf8c0999¢148d764667b1a269c28bdcb;

37973e29576db8a438250a156977ccdf;
d966af7764dfeb8bf2a0feea503be0fd;
778942b891¢c4e2{3866¢6a3¢c09bf74{4;
1315027e1c536d488fe63eala528b52d;
b0e795853b655682483105e353b9¢cd54;
e0dd4afb965771f8347549fd93423985;
739875852198ecf4d734d41ef1576774;
bf5a3505273391¢5380b3ab545e400eb;

Oee8246de53¢20a424fb08096922db08;

80ab98c10c23b7281a2bf1489fc98c0d;

4c4abe85a1c68ba8385d2¢cb928ac5646;
e6al977ecce2ced5a471baa52492d9f3;
fdc5505d7277e0bf7b299957eadfd931;
2b2cbc8de3bdefcd7054f56b70ef58b4;
57453d6d918235adb66b896e5ab252b6;
00a2952a279f9¢84ae71367d5b8990¢1;

S5eac943e23429a77d9766078e760fcOb.



[Tepeunyn MaeHTUPUKATOPOB KOMITPOMETaIlUuH

Il paspen, myukT N2 11.

[IpunoskeHue

ITepevyeHb MHAMKATOPOB KOMIpPoMeTaluy MHPPacTPpYKTYphI ynpaBaeHna LummaC2

CeTeBble MHAUKATOPHI KOMIIPOMeTALMH

hxxps[:)/intelinsights|.]substack[.]com/p/a-multi-actor-infrastructure-investigation

154(.]216[.]20[.]204

193[.]124[.)205[.163

61[.]149[.J4[.]214

198[.]251[.]84[.]107

172[.]167[.]75[.]172

43[.]143[.]130[.]50

192[.]169[.]69[.]26

58[.]56[.]172[.]234

192[.]169[.]69[.]28

60[.]222[.]237[.]158

208[.]95[.]112[.]1

61[.]157[.]153[.]24

45[.]125[.]247[.]123

101[.]207[.]142[.]35

129[.16[.]15[.]28

112[.]1216[.)232[.]82

239[.)255[.]1255[.]250

113[.]240[.)239].]242

81[.]19[.]131[.]103

115[.]239[.]173[.]226

83[.]217].]208[.]134

117[.]141[.]0[.]134

107[.]189[.]28[.]160

118[.]112[.]188[.]39

154(.)216[.]17[.]46

123[.]152[.]136[.]150

154[.]216[.]17[.]167

123[.]135[.]104[.]58

154[.]216[.]20[.]89

183[.]215[.]11[.]163

154(.]216[.]20[.]133

183[.1230[.182[.]22

154(.]216[.]20[.]204

183[.1237[.]57[.]250

154[.]216[.]20[.]224 191[.]97[.]7[.]106
162[.]254[.]34[. 146 218[.]59[.]172[.]213
185[.]196[.]8[.]56 218[.]66[.]5[.]17

185[.]196[.]8].168

222[.]87[.]204[.]236

185[.]196[.18[.]76

222[.]249[.]226[.]134

185[.]196[.]10[.]135

223[.]95[.]119[.]193

185[.]196[.]11[.]18

(daiinoBble MHAUKATOPDHI KOMIIpoMeTanyi (sha256)

34a265197110995¢087e43eddeld1425b1c4c809443491b480cdef4d89a1d302

39a2a0e55¢cd35¢5{61c80e3de3335e529778f9602a3aa281d08e38df8df4071c¢

3cb18e4d9f70b897cf1bbaddceb965522b31da34ace530d8a1fh9f481a9cae3d

642a7f341146d4b2a5381186ec636a8e0ce7ccc16bb730be331e51d6e65f4db3




68d54h631ec36072fe2a833a0adaabc131b7f464

383cah338a83aff7827ccc06

7d3ff6ad74c57a4df53ada02881d2da8243ba098c6b65bddefd405829729b40b

8le362dlaae7ca2398219edc502323062fbd06845a42a044668ac808362d58e6

9adfca702feeb585a9bb2e370ch27746a9f7hcece

e8c4f182cffc411b829226f

c041e7547fc7f9dbbcde766a1 99fb6226309c60f76795ddfe46da698664f931 1

e53e552a44¢7746c9b2916b83d5d9¢7d5{0f19305b313bde69884150%efccdff

ea2db0b533eacf73d3b23f4da806e87be4192525

1a69108d9eb699b895{4¢cf80

ef54db47ae752d795e0734e3ea73¢c4607490cecs

8e2570818b65681d94a35f4c

fae4297f765a1¢93fef48d7bddd8c88e6361dcb7eblefc7cb10ff050e2157d80

12ca4ad8cd613c8d086¢cd39a5¢6e787¢12209f22

71ba850817b72eae3cd559da

0909¢f95903c9f07651f4361b8e929¢53a62162f6eaaebl 1b0dd70eaef2¢2784

083f0f217bff41523e9faa49bb13e9e5d691a3c51

341b12d0c4829d8cfc33292

a9f22319f417a9¢78eb4c96257¢847f1c08e9381ad05ebc05889d8b140ebf5d2

[l pasgen, myukTt N2 18.

HHauKaTopbl KOMIIpoMeTanuM Xakepckoi rpynmmaposku Cloud Werewolf

CeTeBble HMHIUKATO

Dbl KOMITPpOMeTaluHn

content-protect[.]net

yandesks|.]net

control-issue[.]net

yandisk].]info

office-confirm/[.]com

mirconnect|.]info

onesoftware|.]info

sber-cloud].]info

serverop-parametrs[.Jcom

gosportal[.]net

web-privacy[.]net

riamir|.]net

net-plugin[.Jorg

yandesktop[.Jcom

triger-working|[.]com

web-wathapp[.]com

(baiinioBbIe MHAMKATOPBI

KommpomMeramm (MD5)

9d3557cc5c444fe5d73e4c7fe1872414

242e86e658feb6ab6e4c81b68162b3001

cba05el1cb9d1d71{0fa70ecd1af2480

2fe7e75bc599b1c68b87cf2a3e7aa51f

cbfb691e95ee34a324{94ed1{f91bc23

36dd0fbd19899f0b23ade5al de3c2fec

2d24044c0a5b%ebe4e01ded2bfc2b3a4

389f6e6fd9dcc84c6e944dc387087a56

88be01f8c4a9f335d33fa7c384cad666

3a54acd967dd104522ba7d66f4d86544

a30319545fda%e2da0532746c09130eb

3f12bf4a8d82654861b5b5993c012bfa

15fd46ac775a30b1963281a037a771bl

49f8ed13a8al3799a34cc999b195bf16

31b01387ca60al771349653a3c6ad8ca

4b96dc735b622a94d3c74c0be9858853

389bc3b9417d893£3324221141edeall

f45008bf1889a8655d32a0eb93b8acdd

aa8da99d5623fafed356al4e5%9achb90

0139f32a523d453bc338a67ca45¢224d

016b6a035b44cladl10d070abedfe2f66

01db58ald0ec85adc13290a6290ad9dé6

160a65e830eb97aae6el 305019213558

0f37e1298e4¢82098dc9318c7e65f9d2

184¢£8660af7538cd1cd2559a10b6622

6fcee9878216019c8dfa887075c5e68e

1af1f9434e4623b7046cf6360e0a520e

d445d443ace329fb244edc3e5146313b

1bfb9cba8aa23a401925d356b2f6e7ed

f3f28018fb5108b516d802a038f90bde

21585d5881cclledl1f615fdb2d7accll




[I pasgen, nyHkT N° 20.

CeTeBble MHAMKATOPDI KOMIIPOMeTalMH, CBA3AHHbIE ¢ AeATeAbHOCTbh XaKepCKUX
rpYNNUPOBOK NYHKTA 20

45[.1141].184[.]45

185[.]216[.]70[.]170[:]1337

hxxps[:])//solamyx2410150445].]screenconnect[.]Jcom/Bin/ScreenConnect[.]ClientS
etup].]exe?e=Access&y=Guest

hxxps|:]//allwebemails1[.|screenconnect|.]Jcom/Bin/ScreenConnect[.]ClientSetup|[.]Jexe?e=Acc
ess&y=Guest

hxxps|:]//webr6hlOn[.])screenconnect[.]Jcom/Bin/ScreenConnect[.]|ClientSetup|[.]ex
e?e=Access&y=Guest

hxxp[:1/185[.1196].19[.131[:18080/bd70Zy3uMQL-Yabl8FHeRw

HXXP[:]//148[.]251].]53[.]222[:]14443/SETUP[.]MSI

HXXP[:]//185[.]216].]70[.]170/O0[.|BAT

HXXP[:]//185[.]216[.]170[.]170/HELLO

HXXP[:]//185[.]216[.170[.]170/A

hxxp[:1//185].]216[.]170[.]170

hxxp[:]/185[.]216[.]70[.]170/00].]bat

hxxp[:1/185[.]1216[.170[.]11 70/hello

hxxp[:1//185[.]1216].]170].]1 70/s0s[.]txt

hxxp[:1/185].]1216].]170[.]170/72[.]bat

hxxp[:1/206[.)206[.]177[.]33[:]8080/xeY _]J7tYzjajqYj4MbtBOw

hxxp[:]//5[-161[-159].]201[:]8080/FINOfGPkOL4qc_gYuWeEYQ% TEMP2%\gfLOPbNLYYY
h[.]exe

hxxp[:1//5[.]61[.]59[.]201[:]8080/7k9X BvjahnQK09abSc8SpA % TEMP%\FaLNKAQGOe[. Jex
e

hxxp[:]/5[.161].159].]201[:]8080/7k9X BvjahnQK09abSc8SpA % TEMP%\QgCNsJRB[.]exe

hxxps|:]//www][.]lidahtoto2[.]com/assets/im[.]ps1

hxxp[:]/87[.]120[.]125[.]55[:]8080/BW _qY 10OFZRv7iNiY_nOTFQ%TEMP%\EdgouRkWzL
sK][.]exe




